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Certain versions of Phpspreadsheet from Phpspreadsheet Project
contain the following vulnerability:

This affects the package phpoffice/phpspreadsheet from 0.0.0. The
library is vulnerable to XSS when creating an html output from an excel
file by adding a comment on any cell. The root cause of this issue is
within the HTML writer where user comments are concatenated as part
of link and this is returned as HTML. A fix for this issue is available on

commit 0ed5b800be2136bcb8fa9c1bdf59abc957a98845/master branch.

CVSS3 Score: 6.4 - MEDIUM
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CVSS2 Score: 3.5 - LOW
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CVE References

Description Tags Link

PhpSpreadsheet/Html.php at master ·
PHPOffice/PhpSpreadsheet · GitHub

Broken Link

github.com

 MISC
github.com/PHPOffice/PhpSpreadsheet/blob/master/src/PhpSpreadsheet/Writer/Html.php%23L1792

CVE-2020-7776 has been assigned by  report@snyk.io to track the vulnerability - currently rated as MEDIUM  severity.
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github.com

text/html

Cross-site Scripting (XSS) in
phpoffice/phpspreadsheet | Snyk

Exploit

Third Party Advisory

snyk.io

text/html

 MISC snyk.io/vuln/SNYK-PHP-PHPOFFICEPHPSPREADSHEET-1048856

Resolve XSS Vulnerability in the
HTML Writer (#1719) ·
PHPOffice/PhpSpreadsheet@0ed5b80
· GitHub

Patch

Third Party Advisory

github.com

text/html

 MISC
github.com/PHPOffice/PhpSpreadsheet/commit/0ed5b800be2136bcb8fa9c1bdf59abc957a98845

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Phpspreadsheet Project Phpspreadsheet All All All All

Application Phpspreadsheet Project Phpspreadsheet All All All All
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