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CVE CVE-2020-7789
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-11 10:15:00 UTC
Updated 2020-12-17 15:52:00 UTC
Description This affects the package node-notifier before 9.0.0. It allows an attacker to run arbitrary commands on Linux machines due
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Node-notifier Project Node-notifier All All All All
Application Node-notifier Project Node-notifier All All All All
Reference Source Link Tags

Command Injection in node-notifier | Snyk MISC snyk.io Third Party Advisory
github.com/mikaelbr/node-notifier/blob/master/lib/utils.js%23L303 MISC github.com Broken Link
Command Injection in org.webjars.npm:node-notifier | Snyk MISC snyk.io Third Party Advisory
node-notifier/utils.js at master - mikaelbr/node-notifier - GitHub MITRE github.com

CVE Program record CVE.ORG WWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
LEGACY: Alessio Della Libera (d3lla)

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2020-7789/mitre
https://cve.report/CVE-2020-7789/nist
https://cve.report/CVE-2020-7789/cve_org
https://cve.report/api/cve/CVE-2020-7789.json
https://cve.report/CVE-2020-7789.pdf
http://cve.report/vendor/node-notifier_project
http://cve.report/software/node-notifier_project/node-notifier
http://cve.report/vendor/node-notifier_project
http://cve.report/software/node-notifier_project/node-notifier
https://snyk.io/vuln/SNYK-JS-NODENOTIFIER-1035794
https://github.com/mikaelbr/node-notifier/blob/master/lib/utils.js%2523L303
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-1050371
https://github.com/mikaelbr/node-notifier/blob/master/lib/utils.js#L303
https://www.cve.org/CVERecord?id=CVE-2020-7789
https://nvd.nist.gov/vuln/detail/CVE-2020-7789
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