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Summary

CVE CVE-2020-7810

State PUBLIC

Assigner vuln@krcert.or.kr

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-07 16:15:00 UTC

Updated 2020-08-10 16:09:00 UTC

Description hslogin2.dll ActiveX Control in Groupware contains a vulnerability that could allow remote files to be downloaded and executed by setting the arguments to the activex method. This is due to a lack of integrity verification of the policy files referenced in the update process, and a remote attacker could induce a user to crafted web page, causing damage such as malicious code infection.

Risk And Classification

Problem Types: CWE-354

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Handysoft Hslogin2.dll All All All All

Application Handysoft Hslogin2.dll All All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

References

Reference Source Link Tags

KrCERT/CC - KISA ��� ����&KrCERT MISC www.krcert.or.kr Third Party Advisory

HANDYSOFT MISC www.handysoft.co.kr Product

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks to Eunsol Lee for reporting this vulnerability.

There are currently no legacy QID mappings associated with this CVE.
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