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Summary

CVE CVE-2020-7847

State PUBLIC

Assigner vuln@krcert.or.kr

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-23 16:15:00 UTC

Updated 2021-02-27 02:39:00 UTC

Description The ipTIME NAS product allows an arbitrary file upload vulnerability in the Manage Bulletins/Upload feature, which can be leveraged to gain remote code execution. This issue affects: pTIME NAS 1.4.36.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Iptime Nas-i - All All All

Hardware Iptime Nas-i - All All All

Hardware Iptime Nas-ii - All All All

Hardware Iptime Nas-ii - All All All

Hardware Iptime Nas-iie - All All All

Hardware Iptime Nas-iie - All All All

Operating System Iptime Nas-iie Firmware All All All All

Operating System Iptime Nas-iie Firmware All All All All

Operating System Iptime Nas-ii Firmware All All All All

Operating System Iptime Nas-ii Firmware All All All All

Operating System Iptime Nas-i Firmware All All All All

Operating System Iptime Nas-i Firmware All All All All

Hardware Iptime Nas101 - All All All

Hardware Iptime Nas101 - All All All

Operating System Iptime Nas101 Firmware All All All All

Operating System Iptime Nas101 Firmware All All All All

Hardware Iptime Nas1dual - All All All
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Hardware Iptime Nas1dual - All All All

Hardware Iptime Nas1dual - All All All

Operating System Iptime Nas1dual Firmware All All All All

Operating System Iptime Nas1dual Firmware All All All All

Hardware Iptime Nas2dual - All All All

Hardware Iptime Nas2dual - All All All

Operating System Iptime Nas2dual Firmware All All All All

Operating System Iptime Nas2dual Firmware All All All All

Hardware Iptime Nas3 - All All All

Hardware Iptime Nas3 - All All All

Operating System Iptime Nas3 Firmware All All All All

Operating System Iptime Nas3 Firmware All All All All

Hardware Iptime Nas4 - All All All

Hardware Iptime Nas4 - All All All

Hardware Iptime Nas4dual - All All All

Hardware Iptime Nas4dual - All All All

Operating System Iptime Nas4dual Firmware All All All All

Operating System Iptime Nas4dual Firmware All All All All

Operating System Iptime Nas4 Firmware All All All All

Operating System Iptime Nas4 Firmware All All All All

References

Reference Source Link Tags

KrCERT/CC - KISA ��� ����&KrCERT CONFIRM www.boho.or.kr Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: JaeHyung Lee, InHyung Lee

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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