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CVE Program / NVD first with legacy fallback
2020-02-19 21:15:00 UTC

2021-12-30 13:33:00 UTC

Previously, Puppet operated on a model that a node with a valid certificate was entitled to all information in the system and
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Puppet Puppet All All All All

Application Puppet Puppet All All All All

Application Puppet Puppet Agent All All All All

Application Puppet Puppet Agent All All All All
References

Reference Source Link Tags

CVE-2020-7942 - Arbitrary Catalog Retrieval in Puppet CONFIRM puppet.com Vendor Advisory

CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

238742 Red Hat Update for Satellite 6.8 release (RHSA-2020:4366)

296065 Oracle Solaris 11.4 Support Repository Update (SRU) 39.107.1 Missing (CPUOCT2021)
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