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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2020-7943

PUBLIC

security@puppet.com

CVE Program / NVD first with legacy fallback
2020-03-11 23:15:00 UTC

2022-01-24 16:46:00 UTC

Puppet Server and PuppetDB provide useful performance and debugging information via their metrics API endpoints. For F

| 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Puppet Puppet All All All All
Puppet Puppet All All All All
Puppet Puppetdb All All All All
Puppet Puppetdb All All All All
Puppet Puppet Enterprise All All All All
Puppet Puppet Server All All All All
Puppet Puppet Server All All All All

References

Reference

/

Source Link Tags

CVE-2020-7943 - Puppet Server and PuppetDB may leak sensitive information via metrics APl CONFIRM  puppet.com  Vendor Advisor
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov  canonical, analy

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2020-7943/mitre
https://cve.report/CVE-2020-7943/nist
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https://cve.report/CVE-2020-7943.pdf
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http://cve.report/vendor/puppet
http://cve.report/software/puppet/puppet_server
http://cve.report/vendor/puppet
http://cve.report/software/puppet/puppet_server
https://puppet.com/security/cve/CVE-2020-7943/
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238742 Red Hat Update for Satellite 6.8 release (RHSA-2020:4366)

730927 Puppet Server and PuppetDB Incorrect Default Permissions Vulnerability
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