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A UNIX Symbolic Link (Symlink) Following vulnerability in the packaging of syslog-ng of SUSE Linux Enterprise Debuginfo
i

Risk And Classification

Problem Types: CWE-61

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Oneidentity Syslog-ng All All All All
Oneidentity Syslog-ng All All All All
Opensuse Backports Sle 15.0 spl All All
Opensuse Backports Sle 15.0 spi All All
Opensuse Leap 15.1 All All All
Opensuse Leap 15.1 All All All
Suse Linux Enterprise Debuginfo 11 sp3 All All
Suse Linux Enterprise Debuginfo 11 sp4 All All
Suse Linux Enterprise Debuginfo 11 sp3 All All
Suse Linux Enterprise Debuginfo 11 sp4 All All
Suse Linux Enterprise Module For Legacy 12 All All All
Suse Linux Enterprise Module For Legacy 12 All All All
Suse Linux Enterprise Point Of Sale 11 sp3 All All
Suse Linux Enterprise Point Of Sale 11 sp3 All All
Suse Linux Enterprise Server 11 sp4 All All
Suse Linux Enterprise Server 12 spi All All

Suse Linux Enterprise Server 11 sp4 All All
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Operating System Suse Linux Enterprise Server 12 spl All All

References

Reference Source Link T

Bug 1169385 — VUL-0: CVE-2020-8019: syslog-ng: Local privilege escalation from new to root in %post CONFIRM bugzilla.suse.com E
CVE Program record CVE.ORG www.cve.org Ci

NVD vulnerability detail NVD nvd.nist.gov Ci

4]

Vendor Comments And Credit

Discovery Credit

LEGACY: Johannes Segitz of SUSE

Legacy QID Mappings

174734 SUSE Enterprise Linux Security update for syslog-ng (SUSE-SU-2020:1221-1)
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