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CVE CVE-2020-8020
State PUBLIC
Assigner security@suse.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2020-05-13 15:15:00 UTC
Updated 2021-03-15 18:54:00 UTC
Description A Improper Neutralization of Input During Web Page Generation vulnerability in open-build-service allows remote attackers

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Edition

All

All

All

All

Language
All
All
All

All

Type Vendor Product Version Update

Operating System Debian Debian Linux 9.0 All

Operating System Debian Debian Linux 9.0 All

Application Opensuse Open Build Service All All

Application Opensuse Open Build Service All All
References

Reference Source

Bug 1171439 — VUL-0: CVE-2020-8020: obs-server: persistent XSS in markdown parser CONFIRM

[SECURITY] [DLA 2545-1] open-build-service security update MLIST
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

Link
bugzilla.suse.com
lists.debian.org
www.cve.org

nvd.nist.gov

Vendor Comments And Credit

Tags
Issue Tracking, \
Mailing List, Thir

canonical

canonical, analy:

Discovery Credit
LEGACY: Victor Pereira of SUSE

There are currentlv no leaacv QID mappinas associated with this CVE.
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