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Summary

CVE CVE-2020-8021

State PUBLIC

Assigner security@suse.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-19 15:15:00 UTC

Updated 2021-03-15 18:53:00 UTC

Description a Improper Access Control vulnerability in of Open Build Service allows remote attackers to read files of an OBS package where the sourceaccess/access is disabled This issue affects: Open Build Service versions prior to 2.10.5.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Opensuse Open Build Service All All All All

Application Opensuse Open Build Service All All All All

References

Reference Source

[SECURITY] [DLA 2545-1] open-build-service security update MLIST

Bug 1171649 – VUL-0: CVE-2020-8021: OBS: unauthorized read access to files where sourceaccess is disabled via a crafted _service file CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

LEGACY: Marcus Hüwe

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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