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CVE-2020-8022

PUBLIC

security@suse.com

CVE Program / NVD first with legacy fallback
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A Incorrect Default Permissions vulnerability in the packaging of tomcat on SUSE Enterprise Storage 5, SUSE Linux Enterg

Risk And Classification

1|

Problem Types: CWE-276
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Edition
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Operating System Suse Linux Enterprise Server 12 sp2 All All
Operating System Suse Linux Enterprise Server 12 sp3 All All
Operating System Suse Linux Enterprise Server 12 sp3 All All
Operating System Suse Linux Enterprise Server 12 sp3 All All
Operating System Suse Linux Enterprise Server 12 sp4 All All
Operating System Suse Linux Enterprise Server 12 sp5 All All
Operating System Suse Linux Enterprise Server 15 All All All
Application Suse Openstack Cloud 7.0 All All All
Application Suse Openstack Cloud 8.0 All All All
Application Suse Openstack Cloud 7.0 All All All
Application Suse Openstack Cloud 8.0 All All All
Application Suse Openstack Cloud Crowbar 8.0 All All All
Application Suse Openstack Cloud Crowbar 8.0 All All All
Reference Source Link
Pony Mail! MLIST lists.apache.org
Pony Mail! MLIST lists.apache.org
Pony Mail! lists.apache.org

Bug 1172405 — VUL-0: CVE-2020-8022: tomcat: /usr/lib/tmpfiles.d/tomcat.conf is group-writable for tomcat CONFIRM bugzilla.suse.com

Pony Mail! lists.apache.org
Pony Mail! MLIST lists.apache.org
Pony Mail! lists.apache.org
Pony Mail! MLIST lists.apache.org
Pony Mail! lists.apache.org
[security-announce] openSUSE-SU-2020:0911-1: important: Security update SUSE lists.opensuse.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

gl

Vendor Comments And Credit

Discovery Credit
LEGACY: Matthias Gerstner of SUSE

There are currently no legacy QID mappings associated with this CVE.
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