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CVE CVE-2020-8027
State PUBLIC
Assigner security@suse.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-11 16:15:00 UTC
Updated 2021-02-23 19:16:00 UTC
Description A Insecure Temporary File vulnerability in openldap2 of SUSE Linux Enterprise Server 15-LTSS, SUSE Linux Enterprise S¢
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Risk And Classification

Problem Types: CWE-377

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 15.2 All All All
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 15.2 All All All
Application Opensuse Openldap2 All All All All
Application Opensuse Openldap2 All All All All
Operating System Suse Linux Enterprise Server 15 All All All
Operating System Suse Linux Enterprise Server 15 All All All
Operating System Suse Linux Enterprise Server 15 All All All
Operating System Suse Linux Enterprise Server 15 All All All
Reference

Bug 1175568 — VUL-0: CVE-2020-8027: openldap2: openldap_update_modules_path.sh starts daemons unconditionally and uses fixed paths
CVE Program record

NVD vulnerability detail
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http://cve.report/software/suse/linux_enterprise_server
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https://nvd.nist.gov/vuln/detail/CVE-2020-8027

Vendor Comments And Credit

Discovery Credit
LEGACY: Thorsten Kukuk/Matthias Gerstner of SUSE

Legacy QID Mappings

750624 OpenSUSE Security Update for openldap2 (openSUSE-SU-2020:1539-1)

750626 OpenSUSE Security Update for openldap2 (openSUSE-SU-2020:1534-1)
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