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CVE Program / NVD first with legacy fallback
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A missing verification of the TLS host in Nextcloud Mail 1.1.3 allowed a man in the middle attack.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type
Operating System

Application

Application

Vendor
Fedoraproject
Nextcloud

Nextcloud

Product

Fedora

Nextcloud Mail

Nextcloud Mail

Version

32

All

All

Update Edition Language
All All All
All All All
All All All
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Reference

advisory — Nextcloud

CVE Program record

NVD vulnerability detail

«

[SECURITY] Fedora 32 Update: nextcloud-18.0.9-1.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: nextcloud-18.0.9-1.fc32 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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