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napi_get_value_string_*() allows various kinds of memory corruption in node < 10.21.0, 12.18.0, and < 14.4.0.
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References

Reference

HackerOne

CVE Program record

NVD vulnerability detail

/

Oracle Critical Patch Update Advisory - April 2022
Oracle Critical Patch Update Advisory - October 2020
Oracle Critical Patch Update Advisory - July 2021

NodedJS: Multiple vulnerabilities (GLSA 202101-07) — Gentoo security

October 2020 MySQL Vulnerabilities in NetApp Products | NetApp Product Security

Oracle Critical Patch Update Advisory - January 2021

Link Tags
www.oracle.com

www.oracle.com

www.oracle.com

security.gentoo.org

hackerone.com Exploit, Third Party
security.netapp.com
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WwWw.cve.org canonical

nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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199763 Ubuntu Security Notification for Node.js Vulnerabilities (USN-6380-1)

375444 1BM Spectrum Control Node js Vulnerability(6261327)

500436 Alpine Linux Security Update for nodejs

501097 Alpine Linux Security Update for nodejs-current

501444 Alpine Linux Security Update for nodejs

504199 Alpine Linux Security Update for nodejs

900064 CBL-Mariner Linux Security Update for nodejs 8.11.4

903155 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs (4294)

940104 AlmaLinux Security Update for nodejs:12 (ALSA-2020:2852)

940199 AlmaLinux Security Update for nodejs:10 (ALSA-2020:2848)

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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