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Summary

CVE CVE-2020-8185

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-02 19:15:00 UTC

Updated 2023-11-07 03:26:00 UTC

Description A denial of service vulnerability exists in Rails <6.0.3.2 that allowed an untrusted user to run any pending migrations on a Rails app running in production.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 33 All All All

Application Rubyonrails Rails All All All All

Application Rubyonrails Rails All All All All

References

Reference Source Link

HackerOne MISC hackerone.com

[SECURITY] Fedora 33 Update: rubygem-actiontext-6.0.3.3-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[CVE-2020-8185] Untrusted users able to run pending migrations in production MISC groups.google.com

[SECURITY] Fedora 33 Update: rubygem-actiontext-6.0.3.3-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

239228 Red Hat Update for Satellite 6.9 (RHSA-2021:1313)

https://cve.report/
https://cve.report/CVE-2020-8185/mitre
https://cve.report/CVE-2020-8185/nist
https://cve.report/CVE-2020-8185/cve_org
https://cve.report/CVE-2020-8185.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
https://hackerone.com/reports/899069
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/XJ7NUWXAEVRQCROIIBV4C6WXO6IR3KSB/
https://groups.google.com/g/rubyonrails-security/c/pAe9EV8gbM0
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/XJ7NUWXAEVRQCROIIBV4C6WXO6IR3KSB/
https://www.cve.org/CVERecord?id=CVE-2020-8185
https://nvd.nist.gov/vuln/detail/CVE-2020-8185
http://cve.report/qid/239228
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CVE.report and Source URL Uptime Status status.cve.report

750577 OpenSUSE Security Update for rmt-server (openSUSE-SU-2020:2000-1)

750580 OpenSUSE Security Update for rmt-server (openSUSE-SU-2020:1993-1)

http://cve.report/qid/750577
http://cve.report/qid/750580
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2020-8185
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


