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Summary

CVE CVE-2020-8188

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-02 19:15:00 UTC

Updated 2020-07-09 16:33:00 UTC

Description We have recently released new version of UniFi Protect firmware v1.13.3 and v1.14.10 for Unifi Cloud Key Gen2 Plus and UniFi Dream Machine Pro/UNVR respectively that fixes vulnerabilities found on Protect firmware v1.13.2, v1.14.9 and prior according to the description below:View only users can run certain custom commands which allows them to assign themselves unauthorized roles and escalate their privileges.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ui Unifi Cloud Key Plus - All All All

Hardware Ui Unifi Cloud Key Plus - All All All

Hardware Ui Unifi Dream Machine Pro - All All All

Hardware Ui Unifi Dream Machine Pro - All All All

Hardware Ui Unifi Protect - All All All

Hardware Ui Unifi Protect - All All All

Operating System Ui Unifi Protect Firmware All All All All

Operating System Ui Unifi Protect Firmware All All All All

References

Reference Source Link Tags

1.13.3 | Ubiquiti Community MISC community.ui.com Release Notes, Vendor Advisory

1.14.10 | Ubiquiti Community MISC community.ui.com Release Notes, Vendor Advisory

Security advisory bulletin 012 | Ubiquiti Community MISC community.ui.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/CVE-2020-8188/mitre
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https://cve.report/CVE-2020-8188.pdf
http://cve.report/vendor/ui
http://cve.report/software/ui/unifi_cloud_key_plus
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http://cve.report/software/ui/unifi_cloud_key_plus
http://cve.report/vendor/ui
http://cve.report/software/ui/unifi_dream_machine_pro
http://cve.report/vendor/ui
http://cve.report/software/ui/unifi_dream_machine_pro
http://cve.report/vendor/ui
http://cve.report/software/ui/unifi_protect
http://cve.report/vendor/ui
http://cve.report/software/ui/unifi_protect
http://cve.report/vendor/ui
http://cve.report/software/ui/unifi_protect_firmware
http://cve.report/vendor/ui
http://cve.report/software/ui/unifi_protect_firmware
https://community.ui.com/releases/UniFi-Protect-1-13-3/f4be7d35-93a3-422b-8eef-122e442c00ba
https://community.ui.com/releases/UniFi-Protect-1-14-10/48a8dbdd-b872-47fa-bbde-1d24ddf5d5b5
https://community.ui.com/releases/Security-advisory-bulletin-012-012/1bba9134-f888-4010-81c0-b0dd53b9bda4
https://www.cve.org/CVERecord?id=CVE-2020-8188
https://nvd.nist.gov/vuln/detail/CVE-2020-8188


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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