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Summary

CVE CVE-2020-8234

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-21 21:15:00 UTC

Updated 2023-11-07 03:26:00 UTC

Description A vulnerability exists in The EdgeMax EdgeSwitch firmware <v1.9.1 where the EdgeSwitch legacy web interface SIDSSL cookie for admin can be guessed, enabling the attacker to obtain high privileges and get a root shell by a Command injection.

Risk And Classification

Problem Types: CWE-613

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Ui Edgemax Firmware All All All All

Operating System Ui Edgemax Firmware All All All All

Operating System Ui Ep-s16 - All All All

Operating System Ui Ep-s16 - All All All

Operating System Ui Es-12f - All All All

Operating System Ui Es-12f - All All All

Operating System Ui Es-16-150w - All All All

Operating System Ui Es-16-150w - All All All

Operating System Ui Es-16-xg - All All All

Operating System Ui Es-16-xg - All All All

Operating System Ui Es-24-250w - All All All

Operating System Ui Es-24-250w - All All All

Operating System Ui Es-24-500w - All All All

Operating System Ui Es-24-500w - All All All

Operating System Ui Es-24-lite - All All All

Operating System Ui Es-24-lite - All All All

Operating System Ui Es-48-500w - All All All
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Operating System Ui Es-48-500w - All All All

Operating System Ui Es-48-500w - All All All

Operating System Ui Es-48-750w - All All All

Operating System Ui Es-48-750w - All All All

Operating System Ui Es-48-lite - All All All

Operating System Ui Es-48-lite - All All All

Operating System Ui Es-8-150w - All All All

Operating System Ui Es-8-150w - All All All

References

Reference Source Link Tags

community.ui.com/releases/EdgeMAX-EdgeSwitch-Firmware-v1-9-1-v1-9-1/8a87dfc5-7... community.ui.com

community.ui.com/releases/EdgeMAX-EdgeSwitch-Firmware-v1-9-1-v1-9-1/8a87dfc5-7... MISC community.ui.com Broken Link, Release Notes, Vendor Advisory

community.ui.com/releases/Security-advisory-bulletin-014-014/1c32c056-2c64-4e6... MISC community.ui.com Broken Link, Patch, Vendor Advisory

Ubiquiti Networks - Downloads MISC www.ui.com Product

community.ui.com/releases/Security-advisory-bulletin-014-014/1c32c056-2c64-4e6... community.ui.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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12304 McAfee Web Gateway Product Multiple Vulnerabilities (WP-2326,WP-3443)
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