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CVE CVE-2020-8287
State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-06 21:15:00 UTC
Updated 2023-11-07 03:26:00 UTC
Description Node.js versions before 10.23.1, 12.20.1, 14.15.4, 15.5.1 allow two copies of a header field in an HTTP request (for examp

/ |

1|

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Application Nodejs Node.js All All All All
Application Nodejs Node.js All All All All
Application Nodejs Node.js All All All All
Application Nodejs Node.js All All All All
Application Oracle Graalvm 19.3.4 All All All
Application Oracle Graalvm 20.3.0 All All All
Application Oracle Graalvm 19.3.4 All All All
Application Oracle Graalvm 20.3.0 All All All
Application Siemens Sinec Infrastructure Network Services All All All All
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Reference

HackerOne

[SECURITY] Fedora 33 Update: nodejs-14.15.4-1.fc33 - package-announce - Fedora Mailing-Lists
January 2021 Security Releases | Node.js

January 2021 Node.js Vulnerabilities in NetApp Products | NetApp Product Security

Debian -- Security Information -- DSA-4826-1 nodejs

[SECURITY] Fedora 32 Update: nodejs-12.20.1-1.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 3224-1] http-parser security update

[SECURITY] Fedora 33 Update: nodejs-14.15.4-1.fc33 - package-announce - Fedora Mailing-Lists
NodedJS: Multiple vulnerabilities (GLSA 202101-07) — Gentoo security
cert-portal.siemens.com/productcert/pdf/ssa-389290.pdf

[SECURITY] Fedora 32 Update: nodejs-12.20.1-1.fc32 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - January 2021
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No vendor comments have been submitted for this CVE.

Link

hackerone.com
lists.fedoraproject.org
nodejs.org
security.netapp.com
www.debian.org
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security.gentoo.org
cert-portal.siemens.com
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www.oracle.com
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Legacy QID Mappings

181294 Debian Security Update for http-parser (DLA 3224-1)

198898 Ubuntu Security Notification for http-parser Vulnerability (USN-5563-1)

199763 Ubuntu Security Notification for Node.js Vulnerabilities (USN-6380-1)

375337 IBM Spectrum Control Multiple Vulnerability(6415993)

377388 Alibaba Cloud Linux Security Update for nodejs:14 (ALINUX3-SA-2021:0016)

500438 Alpine Linux Security Update for nodejs

501446 Alpine Linux Security Update for nodejs

501639 Alpine Linux Security Update for nodejs-current

504202 Alpine Linux Security Update for nodejs

750383 OpenSUSE Security Update for nodejs8 (openSUSE-SU-2021:0195-1)

750420 OpenSUSE Security Update for nodejs10 (openSUSE-SU-2021:0082-1)

750430 OpenSUSE Security Update for nodejs14 (openSUSE-SU-2021:0066-1)

690397 Free Berkeley Software Distribution (FreeBSD) Security Update for node.js (08b553ed-537a-11eb-bebe-0022489ad614)
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https://nodejs.org/en/blog/vulnerability/january-2021-security-releases/
https://security.netapp.com/advisory/ntap-20210212-0003/
https://www.debian.org/security/2021/dsa-4826
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/H472D5HPXN6RRXCNFML3BK5OYC52CXF2/
https://lists.debian.org/debian-lts-announce/2022/12/msg00009.html
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https://cert-portal.siemens.com/productcert/pdf/ssa-389290.pdf
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/H472D5HPXN6RRXCNFML3BK5OYC52CXF2/
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750431 OpenSUSE Security Update for nodejs10 (openSUSE-SU-2021:0065-1)
750432 OpenSUSE Security Update for nodejs12 (openSUSE-SU-2021:0064-1)
940231 AlmaLinux Security Update for nodejs:10 (ALSA-2021:0548)

940253 AlmaLinux Security Update for nodejs:12 (ALSA-2021:0549)

940254 AlmaLinux Security Update for nodejs:14 (ALSA-2021:0551)

960749 Rocky Linux Security Update for nodejs:14 (RLSA-2021:0551)

960803 Rocky Linux Security Update for nodejs:12 (RLSA-2021:0549)

960843 Rocky Linux Security Update for nodejs:10 (RLSA-2021:0548)
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