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Summary

CVE CVE-2020-8296

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-03 18:15:00 UTC

Updated 2023-11-07 03:26:00 UTC

Description Nextcloud Server prior to 20.0.0 stores passwords in a recoverable format even when external storage is not configured.

Risk And Classification

Problem Types: CWE-521

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 34 All All All

Application Nextcloud Nextcloud Server All All All All

Application Nextcloud Nextcloud Server All All All All

References

Reference

Oc_credentials security? · Issue #17439 · nextcloud/server · GitHub

Only save login credentials in database once there is an external storage that needs it by icewind1991 · Pull Request #21037 · nextcloud/server · GitHub

advisory – Nextcloud

[SECURITY] Fedora 34 Update: nextcloud-20.0.10-1.fc34 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 34 Update: nextcloud-20.0.10-1.fc34 - package-announce - Fedora Mailing-Lists

HackerOne

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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