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CVE CVE-2020-8298
State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-04 20:15:00 UTC
Updated 2021-03-09 15:20:00 UTC
Description fs-path node module before 0.0.25 is vulnerable to command injection by way of user-supplied inputs via the “copy’, "copy<
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Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Fs-path Project Fs-path All All All All

Application Fs-path Project Fs-path All All All All

Reference Source Link Tags

Fix arbitray code execution by alromh87 - Pull Request #6 - pillys/fs-path - GitHub ~ MISC github.com Exploit, Patch, Third Party
Fix Arbitary Code Execution - pillys/fs-path@88ff5ee - GitHub MISC github.com Patch, Third Party Advisor
HackerOne MISC hackerone.com Exploit, Issue Tracking, P¢
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982883 Nodejs (npm) Security Update for fs-path (GHSA-8mrf-64fw-2x75)
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