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Summary

CVE CVE-2020-8299

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-16 14:15:00 UTC

Updated 2021-06-24 20:23:00 UTC

Description Citrix ADC and Citrix/NetScaler Gateway 13.0 before 13.0-76.29, 12.1-61.18, 11.1-65.20, Citrix ADC 12.1-FIPS before 12.1-55.238, and Citrix SD-WAN WANOP Edition before 11.4.0, 11.3.2, 11.3.1a, 11.2.3a, 11.1.2c, 10.2.9a suffers from uncontrolled resource consumption by way of a network-based denial-of-service from within the same Layer 2 network segment. Note that the attacker must be in the same Layer 2 network segment as the vulnerable appliance.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Citrix Application Delivery Controller - All All All

Operating System Citrix Application Delivery Controller Firmware All All All All

Application Citrix Gateway All All All All

Hardware Citrix Mpx/sdx 14030 Fips - All All All

Hardware Citrix Mpx/sdx 14060 Fips - All All All

Hardware Citrix Mpx/sdx 14080 Fips - All All All

Hardware Citrix Mpx 15030-50g Fips - All All All

Hardware Citrix Mpx 15040-50g Fips - All All All

Hardware Citrix Mpx 15060-50g Fips - All All All

Hardware Citrix Mpx 15080-50g Fips - All All All

Hardware Citrix Mpx 15100-50g Fips - All All All

Hardware Citrix Mpx 15120-50g Fips - All All All

Hardware Citrix Mpx 8905 Fips - All All All

Hardware Citrix Mpx 8910 Fips - All All All

Hardware Citrix Mpx 8920 Fips - All All All

Application Citrix Netscaler Gateway All All All All

Operating System Citrix Sd-wan Wanop All All All All
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Operating System Citrix Sd-wan Wanop All All All All

References

Reference Source Link Tags

Citrix Login MISC support.citrix.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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