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Summary

CVE CVE-2020-8320

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-09 20:15:00 UTC

Updated 2020-06-17 15:14:00 UTC

Description An internal shell was included in BIOS image in some ThinkPad models that could allow escalation of privilege.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo Thinkpad 11e - All All All

Hardware Lenovo Thinkpad 11e - All All All

Operating System Lenovo Thinkpad 11e Firmware All All All All

Operating System Lenovo Thinkpad 11e Firmware All All All All

Hardware Lenovo Thinkpad 11e Yoga Gen 6 - All All All

Hardware Lenovo Thinkpad 11e Yoga Gen 6 - All All All

Operating System Lenovo Thinkpad 11e Yoga Gen 6 Firmware All All All All

Operating System Lenovo Thinkpad 11e Yoga Gen 6 Firmware All All All All

Hardware Lenovo Thinkpad 13 - All All All

Hardware Lenovo Thinkpad 13 - All All All

Hardware Lenovo Thinkpad 13 2nd Gen - All All All

Hardware Lenovo Thinkpad 13 2nd Gen - All All All

Operating System Lenovo Thinkpad 13 2nd Gen Firmware All All All All

Operating System Lenovo Thinkpad 13 2nd Gen Firmware All All All All

Operating System Lenovo Thinkpad 13 Firmware All All All All

Operating System Lenovo Thinkpad 13 Firmware All All All All

Hardware Lenovo Thinkpad A275 - All All All
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Hardware Lenovo Thinkpad A275 - All All All

Operating System Lenovo Thinkpad A275 Firmware All All All All

Operating System Lenovo Thinkpad A275 Firmware All All All All

Hardware Lenovo Thinkpad A285 - All All All

Hardware Lenovo Thinkpad A285 - All All All

Operating System Lenovo Thinkpad A285 Firmware All All All All

Operating System Lenovo Thinkpad A285 Firmware All All All All

Hardware Lenovo Thinkpad A475 - All All All

Hardware Lenovo Thinkpad A475 - All All All

Operating System Lenovo Thinkpad A475 Firmware All All All All

Operating System Lenovo Thinkpad A475 Firmware All All All All

Hardware Lenovo Thinkpad A485 - All All All

Hardware Lenovo Thinkpad A485 - All All All

Operating System Lenovo Thinkpad A485 Firmware All All All All

Operating System Lenovo Thinkpad A485 Firmware All All All All

Hardware Lenovo Thinkpad E14 - All All All

Hardware Lenovo Thinkpad E14 - All All All

Operating System Lenovo Thinkpad E14 Firmware All All All All

Operating System Lenovo Thinkpad E14 Firmware All All All All

Hardware Lenovo Thinkpad E15 - All All All

Hardware Lenovo Thinkpad E15 - All All All

Operating System Lenovo Thinkpad E15 Firmware All All All All

Operating System Lenovo Thinkpad E15 Firmware All All All All

Hardware Lenovo Thinkpad E455 - All All All

Hardware Lenovo Thinkpad E455 - All All All

Operating System Lenovo Thinkpad E455 Firmware All All All All

Operating System Lenovo Thinkpad E455 Firmware All All All All

Hardware Lenovo Thinkpad E460 - All All All

Hardware Lenovo Thinkpad E460 - All All All

Operating System Lenovo Thinkpad E460 Firmware All All All All

Operating System Lenovo Thinkpad E460 Firmware All All All All

Hardware Lenovo Thinkpad E465 - All All All

Hardware Lenovo Thinkpad E465 - All All All

Operating System Lenovo Thinkpad E465 Firmware All All All All

Operating System Lenovo Thinkpad E465 Firmware All All All All

Hardware Lenovo Thinkpad E470 - All All All
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Operating System Lenovo Thinkpad E470 Firmware All All All All

Operating System Lenovo Thinkpad E470 Firmware All All All All

Hardware Lenovo Thinkpad E475 - All All All

Hardware Lenovo Thinkpad E475 - All All All

Operating System Lenovo Thinkpad E475 Firmware All All All All

Operating System Lenovo Thinkpad E475 Firmware All All All All

Hardware Lenovo Thinkpad E480 - All All All

Hardware Lenovo Thinkpad E480 - All All All

Operating System Lenovo Thinkpad E480 Firmware All All All All

Operating System Lenovo Thinkpad E480 Firmware All All All All

Hardware Lenovo Thinkpad E485 - All All All

Hardware Lenovo Thinkpad E485 - All All All

Operating System Lenovo Thinkpad E485 Firmware All All All All

Operating System Lenovo Thinkpad E485 Firmware All All All All

Hardware Lenovo Thinkpad E490 - All All All

Hardware Lenovo Thinkpad E490 - All All All

Hardware Lenovo Thinkpad E490s - All All All

Hardware Lenovo Thinkpad E490s - All All All

Operating System Lenovo Thinkpad E490s Firmware All All All All

Operating System Lenovo Thinkpad E490s Firmware All All All All

Operating System Lenovo Thinkpad E490 Firmware All All All All

Operating System Lenovo Thinkpad E490 Firmware All All All All

Hardware Lenovo Thinkpad E555 - All All All

Hardware Lenovo Thinkpad E555 - All All All

Operating System Lenovo Thinkpad E555 Firmware All All All All

Operating System Lenovo Thinkpad E555 Firmware All All All All

Hardware Lenovo Thinkpad E560 - All All All

Hardware Lenovo Thinkpad E560 - All All All

Hardware Lenovo Thinkpad E560p - All All All

Hardware Lenovo Thinkpad E560p - All All All

Operating System Lenovo Thinkpad E560p Firmware All All All All

Operating System Lenovo Thinkpad E560p Firmware All All All All

Operating System Lenovo Thinkpad E560 Firmware All All All All

Operating System Lenovo Thinkpad E560 Firmware All All All All
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Hardware Lenovo Thinkpad E565 - All All All

Hardware Lenovo Thinkpad E565 - All All All

Operating System Lenovo Thinkpad E565 Firmware All All All All

Operating System Lenovo Thinkpad E565 Firmware All All All All

Hardware Lenovo Thinkpad E570 - All All All

Hardware Lenovo Thinkpad E570 - All All All

Operating System Lenovo Thinkpad E570 Firmware All All All All

Operating System Lenovo Thinkpad E570 Firmware All All All All

Hardware Lenovo Thinkpad E575 - All All All

Hardware Lenovo Thinkpad E575 - All All All

Operating System Lenovo Thinkpad E575 Firmware All All All All

Operating System Lenovo Thinkpad E575 Firmware All All All All

Hardware Lenovo Thinkpad E580 - All All All

Hardware Lenovo Thinkpad E580 - All All All

Operating System Lenovo Thinkpad E580 Firmware All All All All

Operating System Lenovo Thinkpad E580 Firmware All All All All

Hardware Lenovo Thinkpad E585 - All All All

Hardware Lenovo Thinkpad E585 - All All All

Operating System Lenovo Thinkpad E585 Firmware All All All All
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Hardware Lenovo Thinkpad E590 - All All All

Hardware Lenovo Thinkpad E590 - All All All

Operating System Lenovo Thinkpad E590 Firmware All All All All

Operating System Lenovo Thinkpad E590 Firmware All All All All

Hardware Lenovo Thinkpad L13 - All All All

Hardware Lenovo Thinkpad L13 - All All All

Operating System Lenovo Thinkpad L13 Firmware All All All All
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Hardware Lenovo Thinkpad L1415 - All All All

Operating System Lenovo Thinkpad L1415 Firmware All All All All
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