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Summary

CVE CVE-2020-8330

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-28 16:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description A denial of service vulnerability was reported in the firmware prior to version 1.01 used in Lenovo Printer LJ4010DN that could be triggered by a remote user sending a crafted packet to the device, preventing subsequent print jobs until the printer is rebooted.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo Lj4010dn - All All All

Hardware Lenovo Lj4010dn - All All All

Operating System Lenovo Lj4010dn Firmware All All All All

Operating System Lenovo Lj4010dn Firmware All All All All

Hardware Lenovo Lj6700dn - All All All

Hardware Lenovo Lj6700dn - All All All

Operating System Lenovo Lj6700dn Firmware All All All All

Operating System Lenovo Lj6700dn Firmware All All All All

Hardware Lenovo M8960dnf - All All All

Hardware Lenovo M8960dnf - All All All

Operating System Lenovo M8960dnf Firmware All All All All

Operating System Lenovo M8960dnf Firmware All All All All
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Vendor Comments And Credit

Discovery Credit

LEGACY: Lenovo thanks Xiaoyu He, Erick Bauman, and Linyu Li for reporting these issues.

There are currently no legacy QID mappings associated with this CVE.
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