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Summary

CVE CVE-2020-8332

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-14 22:15:00 UTC

Updated 2020-10-29 19:53:00 UTC

Description A potential vulnerability in the SMI callback function used in the legacy BIOS mode USB drivers in some legacy Lenovo and IBM System x servers may allow arbitrary code execution. Servers operating in UEFI mode are not affected.

Risk And Classification

Problem Types: CWE-367

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo Bladecenter Hs23 - All All All

Hardware Lenovo Bladecenter Hs23 - All All All

Hardware Lenovo Bladecenter Hs23e - All All All

Hardware Lenovo Bladecenter Hs23e - All All All

Operating System Lenovo Bladecenter Hs23e Firmware All All All All

Operating System Lenovo Bladecenter Hs23e Firmware All All All All

Operating System Lenovo Bladecenter Hs23 Firmware All All All All

Operating System Lenovo Bladecenter Hs23 Firmware All All All All

Hardware Lenovo Compute Node-x440 - All All All

Hardware Lenovo Compute Node-x440 - All All All

Operating System Lenovo Compute Node-x440 Firmware All All All All

Operating System Lenovo Compute Node-x440 Firmware All All All All

Hardware Lenovo Flex System X220 - All All All

Hardware Lenovo Flex System X220 - All All All

Operating System Lenovo Flex System X220 Firmware All All All All

Operating System Lenovo Flex System X220 Firmware All All All All

Hardware Lenovo Flex System X240 - All All All
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Hardware Lenovo Flex System X240 - All All All

Hardware Lenovo Flex System X240 - All All All

Operating System Lenovo Flex System X240 Firmware All All All All

Operating System Lenovo Flex System X240 Firmware All All All All

Hardware Lenovo Flex System X440 - All All All

Hardware Lenovo Flex System X440 - All All All

Operating System Lenovo Flex System X440 Firmware All All All All

Operating System Lenovo Flex System X440 Firmware All All All All

Hardware Lenovo Idataplex Dx360 M4 - All All All

Hardware Lenovo Idataplex Dx360 M4 - All All All

Operating System Lenovo Idataplex Dx360 M4 Firmware All All All All

Operating System Lenovo Idataplex Dx360 M4 Firmware All All All All

Hardware Lenovo Idataplex Dx360 M4 Water Cooled - All All All

Hardware Lenovo Idataplex Dx360 M4 Water Cooled - All All All

Operating System Lenovo Idataplex Dx360 M4 Water Cooled Firmware All All All All

Operating System Lenovo Idataplex Dx360 M4 Water Cooled Firmware All All All All

Hardware Lenovo Nextscale Nx360 M4 - All All All

Hardware Lenovo Nextscale Nx360 M4 - All All All

Operating System Lenovo Nextscale Nx360 M4 Firmware All All All All

Operating System Lenovo Nextscale Nx360 M4 Firmware All All All All

Hardware Lenovo System X3300 M4 - All All All

Hardware Lenovo System X3300 M4 - All All All

Operating System Lenovo System X3300 M4 Firmware All All All All

Operating System Lenovo System X3300 M4 Firmware All All All All

Hardware Lenovo System X3500 M4 - All All All

Hardware Lenovo System X3500 M4 - All All All

Operating System Lenovo System X3500 M4 Firmware All All All All

Operating System Lenovo System X3500 M4 Firmware All All All All

Hardware Lenovo System X3530 M4 - All All All

Hardware Lenovo System X3530 M4 - All All All

Operating System Lenovo System X3530 M4 Firmware All All All All

Operating System Lenovo System X3530 M4 Firmware All All All All

Hardware Lenovo System X3550 M4 - All All All

Hardware Lenovo System X3550 M4 - All All All

Operating System Lenovo System X3550 M4 Firmware All All All All

Operating System Lenovo System X3550 M4 Firmware All All All All

http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/flex_system_x240
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/flex_system_x240_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/flex_system_x240_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/flex_system_x440
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/flex_system_x440
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/flex_system_x440_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/flex_system_x440_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/idataplex_dx360_m4
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/idataplex_dx360_m4
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/idataplex_dx360_m4_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/idataplex_dx360_m4_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/idataplex_dx360_m4_water_cooled
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/idataplex_dx360_m4_water_cooled
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/idataplex_dx360_m4_water_cooled_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/idataplex_dx360_m4_water_cooled_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/nextscale_nx360_m4
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/nextscale_nx360_m4
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/nextscale_nx360_m4_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/nextscale_nx360_m4_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3300_m4
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3300_m4
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3300_m4_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3300_m4_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3500_m4
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3500_m4
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3500_m4_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3500_m4_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3530_m4
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3530_m4
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3530_m4_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3530_m4_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3550_m4
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3550_m4
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3550_m4_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/system_x3550_m4_firmware


Hardware Lenovo System X3630 M4 - All All All

Hardware Lenovo System X3630 M4 - All All All

Operating System Lenovo System X3630 M4 Firmware All All All All

Operating System Lenovo System X3630 M4 Firmware All All All All

Hardware Lenovo System X3650 M4 - All All All

Hardware Lenovo System X3650 M4 - All All All

Hardware Lenovo System X3650 M4 Bd - All All All

Hardware Lenovo System X3650 M4 Bd - All All All

Operating System Lenovo System X3650 M4 Bd Firmware All All All All

Operating System Lenovo System X3650 M4 Bd Firmware All All All All

Operating System Lenovo System X3650 M4 Firmware All All All All

Operating System Lenovo System X3650 M4 Firmware All All All All

Hardware Lenovo System X3650 M4 Hd - All All All

Hardware Lenovo System X3650 M4 Hd - All All All

Operating System Lenovo System X3650 M4 Hd Firmware All All All All

Operating System Lenovo System X3650 M4 Hd Firmware All All All All

Hardware Lenovo System X3750 M4 - All All All

Hardware Lenovo System X3750 M4 - All All All

Operating System Lenovo System X3750 M4 Firmware All All All All

Operating System Lenovo System X3750 M4 Firmware All All All All

References

Reference Source Link

System Management Mode (SMM) BIOS Vulnerability in some legacy System x servers - Lenovo Support US MISC support.lenovo.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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