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Lenovo implemented Intel CSME Anti-rollback ARB protections on some ThinkPad models to prevent roll back of CSME Fit

Risk And Classification
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Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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Operating System Lenovo Thinkpad X390 Yoga Firmware All All All All
Hardware Lenovo Thinkpad X390 20gx - All All All
Hardware Lenovo Thinkpad X390 20gx - All All All
Operating System Lenovo Thinkpad X390 20gx Firmware All All All All
Operating System Lenovo Thinkpad X390 20gx Firmware All All All All
Hardware Lenovo Thinkpad X390 20sx - All All All
Hardware Lenovo Thinkpad X390 20sx - All All All
Operating System Lenovo Thinkpad X390 20sx Firmware All All All All
Operating System Lenovo Thinkpad X390 20sx Firmware All All All All
Reference Source Link Tags
Multi-vendor BIOS Security Vulnerabilities (June 2020) - US MISC support.lenovo.com Vendor Advisory
CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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Vendor Comments And Credit

Discovery Credit

LEGACY: Lenovo thanks Maxim Goryachy & Mark Ermolov of Positive Technologies

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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