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Summary

CVE CVE-2020-8430

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-13 16:15:00 UTC

Updated 2021-06-22 13:27:00 UTC

Description Stormshield Network Security 310 3.7.10 devices have an auth/lang.html?rurl= Open Redirect vulnerability on the captive portal. For example, the attacker can use rurl=//example.com instead of rurl=https://example.com in the query string.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Stormshield Sn310 - All All All

Hardware Stormshield Sn310 - All All All

Operating System Stormshield Sn310 Firmware All All All All

Operating System Stormshield Sn310 Firmware All All All All

Operating System Stormshield Sn310 Firmware All All All All

Application Stormshield Stormshield Network Security All All All All

Application Stormshield Stormshield Network Security All All All All

Application Stormshield Stormshield Network Security All All All All

References

Reference Source Link Tags

Blog et actualités analysées par nos experts | DIGITEMIS MISC www.digitemis.com Third Party Advisory

SNS: Open redirect on the captive portal | Stormshield security CONFIRM advisories.stormshield.eu Vendor Advisory

Découverte d'une vulnérabilité d'un produit Stormshield | DIGITEMIS MISC www.digitemis.com Third Party Advisory

SN310: Security Solution for Continuity Challenges | Stormshield MISC www.stormshield.com Product

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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