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Summary

CVE CVE-2020-8448

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-30 01:15:00 UTC

Updated 2022-09-12 18:43:00 UTC

Description In OSSEC-HIDS 2.7 through 3.5.0, the server component responsible for log analysis (ossec-analysisd) is vulnerable to a denial of service (NULL pointer dereference) via crafted messages written directly to the analysisd UNIX domain socket by a local user.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ossec Ossec All All All All

References

Reference Source

CVE-2020-8448: analysisd: OS_CleanMSG segfault processing invalid msg location. · Issue #1815 · ossec/ossec-hids · GitHub MISC

OSSEC-HIDS Security Audit Findings · Issue #1821 · ossec/ossec-hids · GitHub MISC

OSSEC: Multiple vulnerabilities (GLSA 202007-33) — Gentoo security GENTOO

OpenSolutions - Information Technology MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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