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Summary

CVE CVE-2020-8478

State PUBLIC

Assigner cybersecurity@ch.abb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-29 02:15:00 UTC

Updated 2020-05-13 18:48:00 UTC

Description Insufficient protection of the inter-process communication functions in ABB System 800xA products OPC Server for AC 800M, MMS Server for AC 800M and Base Software for SoftControl (all published versions) enables an attacker authenticated on the local system to inject data, affecting the online view of runtime data shown in Control Builder.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Abb Ac800m - All All All

Hardware Abb Ac800m - All All All

Application Abb Base Software All All All All

Application Abb Base Software All All All All

Application Abb Mms Server All All All All

Application Abb Mms Server All All All All

Application Abb Opc Server All All All All

Application Abb Opc Server All All All All

References

Reference Source Link Tags

search.abb.com/library/Download.aspx CONFIRM search.abb.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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