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CVE-2020-8544

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assauvmncurruumsucavan— Gertain versions of Open-xchange Appsuite from Open-xchange
contain the following vulnerability:

OX App Suite through 7.10.3 allows SSRF.

CVE-2020-8544 has been assigned by [f] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: [SISEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [4SMEDIUNM)
Access Access Authentication
Vector Complexity
Low
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link

OPEN-XCHANGE™ : The Collaboration and [ Product | ox MISC www.open-xchange.com/

Integration Server Environment

OX App Suite / OX Documents 7.10.3 XSS / SSRF @8 MISC packetstormsecurity.com/files/158070/0X-App-


https://cve.report/
https://cve.report/CVE-2020-8544/mitre
https://cve.report/CVE-2020-8544/nist
https://cve.report/CVE-2020-8544/cve_org
https://cve.report/CVE-2020-8544.pdf
http://cve.report/software/open-xchange/open-xchange_appsuite
http://cve.report/vendor/open-xchange
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.open-xchange.com/

/ Improper Validation = Packet Storm

Validation.himi

text/html

Suite-OX-Documents-7.10.3-XSS-SSRF-Improper-

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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kK koK kR ok,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:* %"

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:rev1 ™ "

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:
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cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev19:*: " *:*:

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev20

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev21

coe:2.3:a:0nen-xchanae:onen-xchanae aoosuite:7.10.1:rev25

akLk kKKK,

kKK KLk ok,

kKK KLk k.
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Kk kKR k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev27:*:*:*:*:*:*:

dkakk ok kuk.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev3:

dkakk Lk akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev4:*:**

dkak kR ok ak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:revs:*:**

dkak kR akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev7:***

dkak kR akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev8:*:*:*:*:*:*:

dk Rk kR k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev9:*:**:**:*:

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.2:*:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev21 :*: """

dkk Lk kkuk.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev3:*:*:*:*:*:*:



dkak Lk akukuk.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev7:**:**:*:*:

dkak kR kak.

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.2:rev9:*:*:**:*:*:

AKakak ok akak k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.3:* "

dk Rk akakak,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.3:rev1

dkak kR akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.3:rev2:*:*:*:*:*:*:

dkakkakakak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.3:rev4:*:*:**:*:*:

dkakak ok akak,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.3:revs:*:****:*:

dkak kR akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.3:rev6:*:*:*:*:*:*:

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.8.4: " " *:*:

akk Lk KLk k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev2:*:*:*:*:*:*:

dkakakkukak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev20:*:*:*:*:*:*:

dkakakkukuk.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev21:*:*:*:*:*:*:

dkkukkkuk.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev22:*:*:*:*:*:*:

dkkukakkak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev24:*:*:*:*:*:*:
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dkak kR kuk.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev26:*:*:*:*:*:*:

dkak kR akuk.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev28:*:*:*:*:*:*:

dkakukakakak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev29:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev32:*:*:*:*:*:*:

dkak kR ok ak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev33:*:*:*:*:*:*:

dkakakakak k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev34:*:*:*:*:*:*:

dkakakakakak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev35:*:*:*:*:*:*:

dkakukkakak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev46:*:*:*:*:*:*:

dkakakkakak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev47:*:*:*:**:*:

dkkakkukak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev48:*:*:*:*:*:*:

dkk Lk kkak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev49:*:*:*:*:*:*:

dkak Lk kkak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev50:™:*:*:*:*:*:



dkak kR kak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev52:*:*:*:*:*:*:

dkakuk Lk kak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev53:*:*:*:*:*:*:

dkakkakkak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:revb4:*:*:**:*:*:

akakk ok akak,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev55:*:*:**:*:*:

dkakakakak k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev59:*:*:*:*:*:*:

Sk kKKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev6:*:*:**:*:*:

akLk LKLk Lk k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev9:*:*:*:*:*:*:

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:%:%

KLk Lk kKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev10:*: """

KLk Lk kKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev1 1 "

kKK kKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev12:*:*:**:*:*:

KKk KLk k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev13:*:*: """



KRk kKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev15:* % :*:*:

KKk akuk k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev17:*: ™

Kk ak kKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev18:*: " :*:

Kk ak KRk,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev19:**:**:*:*:

dk kR Lk akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev2:*:*:*:*:*:*:

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev20:*:*:**:*:*:

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev21 > *:

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev22:*:*:*:*:*:*:

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev23:*:*:**:*:*:

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:rev24:*:*:*:*:*:*:

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:rev25:*:*:*:*:*:*:

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:rev26:*:*:*:*:*:*:

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:rev27:*:*:**:*:*:

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:rev3:™:* """

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:rev4: ™ "

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:rev5:™:* "

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:rev6:™:*:*:":*:*:

cpe:2.3:a:open-xchange:open-xchange_appsuite:7.10.1:rev7: ™ "

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev8:*:*:*:*:*:*:

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.1:rev9:*:*:*:*:*:*:

akLk kKKK k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:%:":*:*:

dkakukkakak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev1:* "

kKK kKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev1 1 "

KKk akLk k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev12:*: %" *:*:

KLk Lk kKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev13:*: """

KKk kukk.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev14:*:***:*:*:



Kk kKR k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev16:*:*:*:*:*:*:

KKk kKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev18:*: " :*:

Kk kKR k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev19:**:***:*:

dkak kR kak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev2:*:*:*:*:*:*:

Kk ak kKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev20:*:*:**:*:*:

dkak kR akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev3:*:*:*:*:*:*:

dkak kR ok ak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:rev4:*:*:**:*:*:

kR ok akakak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:revs:*:**:*:*:*:

dkak kR akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.2:reve:*:*:*:*:*:*:

dkakakkakak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.10.3:rev6:*:*:*:*:*:*:

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:*: "

kKK kKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev1: ="

dkakukkkuk.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev1 1 * "

dkkukkkak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev12:*:*:*:*:*:*:

dkakuk Lk kak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev14:**:**:*:*:



dk Kk Lk kuk.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev15:**:*:*:*:*:

dkakk Lk kuk.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev16:*:*:*:*:*:*:

dkakkakkak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev18: :*:*:*:*:*:

dkak Lk akkak,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev1 9

Kk kKKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev2:*:*:**:*:*:

dkak kR akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev20:*:*:*:*:*:*:

dk kR ok akak,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev22:*:*:*:*:*:*:

dkak kR ok ak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev23:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev24:*:*:*:*:*:*:

dkakakakakak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev25:*:*:*:*:*:*:

dkukukkkuk.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev38:*:*:*:*:*:*:

dkk Lk kkak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev39:*:*:*:*:*:*:

dkak Lk akakuk.

cpe:2.3:a:0pen-xchange:open-xchange appsuite:7.8.4:rev40:*:*:*:*:*:*:



dkakak Lk akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev44 = :*:*:

dk Rk ok akak,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev45:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev46:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev47:*:*:*:**:*:

Wk kR Rk k.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev49:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev5:*:*:**:*:*:

dkak kR ok ak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev50:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev51:*:*:* "

akLk LKL KKk,

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev6:*:*:*:*:*:*:

dkakakkakak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev60:*:*:*:*:*:*:

dkk Lk kukak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev62:*:*:*:*:*:*:

dkakakkukuk.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev63:*:*:*:*:*:*:

dkkukkkak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev64:*:*:*:*:*:*:

dkakukkkak.

cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:rev65:*:*:*:*:*:*:



cpe:2.3:a:0pen-xchange:open-xchange_appsuite:7.8.4:reve7: :*:*:*:*:*:

No vendor comments have been submitted for this CVE
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