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Summary

CVE CVE-2020-8558

State PUBLIC

Assigner security@kubernetes.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-27 20:15:00 UTC

Updated 2022-09-20 17:17:00 UTC

Description The Kubelet and kube-proxy components in versions 1.1.0-1.16.10, 1.17.0-1.17.6, and 1.18.0-1.18.3 were found to contain a security issue which allows adjacent hosts to reach TCP and UDP services bound to 127.0.0.1 running on the node or in the node's network namespace. Such a service is generally thought to be reachable only by other processes on the same host, but due to this defeect, could be reachable by other hosts on the same LAN as the node, or by containers running on the same node as the service.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kubernetes Kubernetes All All All All

Application Kubernetes Kubernetes All All All All

Application Kubernetes Kubernetes All All All All

References

Reference Source

[Security Advisory] CVE-2020-8558: Kubernetes: Node setting allows for neighboring hosts to bypass localhost boundary MLIST

CVE-2020-8558: Node setting allows for neighboring hosts to bypass localhost boundary · Issue #92315 · kubernetes/kubernetes · GitHub CONFIRM

CVE-2020-8558 Kubernetes Vulnerability in NetApp Products | NetApp Product Security CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

LEGACY: János Kövér, Ericsson

LEGACY: Additional impacts reported by Rory McCune, NCC Group and Yuval Avrahami and
Ariel Zelivansky, Palo Alto Networks
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https://cve.report/CVE-2020-8558/mitre
https://cve.report/CVE-2020-8558/nist
https://cve.report/CVE-2020-8558/cve_org
https://cve.report/CVE-2020-8558.pdf
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
https://groups.google.com/g/kubernetes-announce/c/sI4KmlH3S2I/m/TljjxOBvBQAJ
https://github.com/kubernetes/kubernetes/issues/92315
https://security.netapp.com/advisory/ntap-20200821-0001/
https://www.cve.org/CVERecord?id=CVE-2020-8558
https://nvd.nist.gov/vuln/detail/CVE-2020-8558


Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

377856 Kubernetes kubelet Neighboring Hosts Bypass Vulnerability

6140289 AWS Bottlerocket Security Update for Kubernetes (GHSA-wqv3-8cm6-h6wg)

770028 Red Hat OpenShift Container Platform 4.5 Security Update (RHSA-2020:2413)

770034 Red Hat OpenShift Container Platform 4.4.13 Security Update (RHSA-2020:2927)

770035 Red Hat OpenShift Container Platform 4.3.31 Security Update (RHSA-2020:3183)

900220 CBL-Mariner Linux Security Update for kubernetes 1.16.10
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