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Summary

CVE CVE-2020-8565

State PUBLIC

Assigner security@kubernetes.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-07 22:15:00 UTC

Updated 2020-12-08 19:51:00 UTC

Description In Kubernetes, if the logging level is set to at least 9, authorization and bearer tokens will be written to log files. This can occur both in API server logs and client tool output like kubectl. This affects <= v1.19.3, <= v1.18.10, <= v1.17.13, < v1.20.0-alpha2.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kubernetes Kubernetes All All All All

Application Kubernetes Kubernetes All All All All

Application Kubernetes Kubernetes All All All All

References

Reference

[Security Advisory] Multiple secret leaks when verbose logging is enabled

CVE-2020-8565: Incomplete fix for CVE-2019-11250 allows for token leak in logs when logLevel >= 9 · Issue #95623 · kubernetes/kubernetes · GitHub

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Discovery Credit

LEGACY: Patrick Rhomberg (purelyapplied)

Legacy QID Mappings

377848 Kubernetes Token Leak Logs Vulnerability
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377848 Kubernetes Token Leak Logs Vulnerability

900233 CBL-Mariner Linux Security Update for kubernetes 1.17.13

903419 Common Base Linux Mariner (CBL-Mariner) Security Update for kubernetes (3697)
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