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CVE CVE-2020-8570
State PUBLIC
Assigner security@kubernetes.io

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2021-01-21 17:15:00 UTC
Updated 2023-11-07 03:26:00 UTC
Description Kubernetes Java client libraries in version 10.0.0 and versions prior to 9.0.1 allow writes to paths outside of the current dire:
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Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Kubernetes Java All All All
Application Kubernetes Java All All All

Language

All

All

References

Reference

Pony Mail!

Pony Mail!

Pony Mail!

Fwd: [Security Advisory] CVE-2020-8570: Path Traversal bug in the Java Kubernetes Client
Pony Mail!

Pony Mail!

CVE-2020-8570: Path Traversal bug in the Java Kubernetes Client - Issue #1491 - kubernetes-client/java - GitHub
Pony Mail!

Pony Mail!

Pony Mail!

CVE Program record

NVD vulnerability detail

Source

MLIST

MLIST

MLIST

CONFIRM

MLIST

MLIST

CVE.ORG

NVD

Link
lists.apache
lists.apache
lists.apache
groups.goo
lists.apache
lists.apache
github.com
lists.apache
lists.apache
lists.apache
Www.cve.or

nvd.nist.gov


https://cve.report/
https://cve.report/CVE-2020-8570/mitre
https://cve.report/CVE-2020-8570/nist
https://cve.report/CVE-2020-8570/cve_org
https://cve.report/CVE-2020-8570.pdf
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/java
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/java
https://lists.apache.org/thread.html/r1975078e44d96f2a199aa90aa874b57a202eaf7f25f2fde6d1c44942@%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/r0c76b3d0be348f788cd947054141de0229af00c540564711e828fd40%2540%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/r0c76b3d0be348f788cd947054141de0229af00c540564711e828fd40@%253Ccommits.druid.apache.org%253E
https://groups.google.com/g/kubernetes-security-announce/c/sd5h73sFPrg
https://lists.apache.org/thread.html/rdb223e1b82e3d7d8e4eaddce8dd1ab87252e3935cc41c859f49767b6%2540%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/rcafa485d63550657f068775801aeb706b7a07140a8ebbdef822b3bb3%2540%253Ccommits.druid.apache.org%253E
https://github.com/kubernetes-client/java/issues/1491
https://lists.apache.org/thread.html/rdb223e1b82e3d7d8e4eaddce8dd1ab87252e3935cc41c859f49767b6@%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/r1975078e44d96f2a199aa90aa874b57a202eaf7f25f2fde6d1c44942%2540%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/rcafa485d63550657f068775801aeb706b7a07140a8ebbdef822b3bb3@%253Ccommits.druid.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2020-8570
https://nvd.nist.gov/vuln/detail/CVE-2020-8570

[ 4] T
T e A A A AR ]

Vendor Comments And Credit

Discovery Credit

LEGACY: Discovered via CodeQL automated scanning on GitHub

Legacy QID Mappings

982803 Java (maven) Security Update for io.kubernetes:client-java (GHSA-cghx-9gcr-r42x)
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