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CVE CVE-2020-8648
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-06 01:15:00 UTC
Updated 2022-07-28 00:08:00 UTC
Description There is a use-after-free vulnerability in the Linux kernel through 5.5.2 in the n_tty _receive_buf_common function in drivers,
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Broadcom Brocade Fabric Operating System Firmware - All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Linux Linux Kernel All All All All
Application Netapp Active |g Unified Manager - All All All
Application Netapp Cloud Backup - All All All
Application Netapp Hci Baseboard Management Controller h410c All All All
Application Netapp Solidfire Baseboard Management Controller - All All All
Operating System Opensuse Leap 15.1 All All All

References
Reference Source Link Tags
USN-4345-1: Linux kernel vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com

CVE-2020-8648 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
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206361 — Linux Kernel 5.4.7 - n_tty_receive_buf_common use-after-free
[security-announce] openSUSE-SU-2020:0336-1: important: Security update
USN-4346-1: Linux kernel vulnerabilities | Ubuntu security notices
[SECURITY] [DLA 2241-2] linux security update

[SECURITY] [DLA 2242-1] linux-4.9 security update

[SECURITY] [DLA 2241-1] linux security update

Debian -- Security Information -- DSA-4698-1 linux
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

239403 Red Hat Update for kernel (RHSA-2021:2314)

239452 Red Hat Update for kernel-rt (RHSA-2021:2316)

257092 CentOS Security Update for kernel (CESA-2021:2314)

900078 CBL-Mariner Linux Security Update for kernel 5.4.91

940256 AlmaLinux Security Update for kernel (ALSA-2020:4431)

© CVE.report 2026 |

159258 Oracle Enterprise Linux Security Update for kernel (ELSA-2021-2314)

159684 Oracle Enterprise Linux Security Update for kernel (ELSA-2020-4431)

377065 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2020:0113)

903022 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (1926)

906202 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (1926-1)

352362 Amazon Linux Security Advisory for kernel-livepatch: ALAS2LIVEPATCH-2020-006

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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