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CVE Program / NVD first with legacy fallback
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Observable discrepancy in the RAPL interface for some Intel(R) Processors may allow a privileged user to potentially enabl

Risk And Classification

1|

Problem Types: CWE-203
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Reference
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CVE Program record

NVD vulnerability detail

[SECURITY] Fedora 31 Update:
[SECURITY] Fedora 31 Update:
[SECURITY] Fedora 32 Update:
[SECURITY] Fedora 32 Update:

[SECURITY] Fedora 31 Update:

[SECURITY] Fedora 33 Update:
[SECURITY] Fedora 31 Update:

[SECURITY] Fedora 33 Update:

microcode_ctl-2.1-39.2.fc31 - package-announce - Fedora Mailing-Lists
microcode_ctl-2.1-39.3.fc31 - package-announce - Fedora Mailing-Lists
microcode_ctl-2.1-39.3.fc32 - package-announce - Fedora Mailing-Lists
microcode_ctl-2.1-39.3.fc32 - package-announce - Fedora Mailing-Lists

microcode_ctl-2.1-39.2.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] [DLA 2546-1] intel-microcode security update

microcode_ctl-2.1-43.fc33 - package-announce - Fedora Mailing-Lists
microcode_ctl-2.1-39.3.fc31 - package-announce - Fedora Mailing-Lists

microcode_ctl-2.1-43.fc33 - package-announce - Fedora Mailing-Lists

Source
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MISC
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159327 Oracle Enterprise Linux Security Update for microcode_ctl (ELSA-2021-3027)

159328 Oracle Enterprise Linux Security Update for microcode_ctl (ELSA-2021-3028)

198372 Ubuntu Security Notification for Intel Microcode vulnerabilities (USN-4628-3)

239533 Red Hat Update for microcode_ctl (RHSA-2021:3029)

239534 Red Hat Update for microcode_ctl (RHSA-2021:3028)

239535 Red Hat Update for microcode_ctl (RHSA-2021:3027)

239569 Red Hat Update for microcode_ctl (RHSA-2021:3176)

239598 Red Hat Update for microcode_ctl (RHSA-2021:3364)

257102 CentOS Security Update for microcode_ctl (CESA-2021:3028)

377088 Alibaba Cloud Linux Security Update for microcode_ctl (ALINUX2-SA-2021:0047)
377112 Alibaba Cloud Linux Security Update for microcode_ctl (ALINUX3-SA-2021:0057)
377322 Alibaba Cloud Linux Security Update for microcode_ctl (ALINUX2-SA-2020:0187)
378263 Virtuozzo Linux Security Update for microcode_ctl (VZLSA-2020:5083)

390265 Oracle Managed Virtualization (VM) Server for x86 Security Update for microcode_ctl (OVMSA-2022-0020)
750537 OpenSUSE Security Update for ucode-intel (openSUSE-SU-2020:2098-1)

750548 OpenSUSE Security Update for ucode-intel (openSUSE-SU-2020:2075-1)

750598 OpenSUSE Security Update for ucode-intel (openSUSE-SU-2020:1923-1)

750604 OpenSUSE Security Update for ucode-intel (openSUSE-SU-2020:1915-1)

755513 SUSE Enterprise Linux Security Update for docker, rootlesskit (SUSE-SU-2023:4936-1)
940391 AlmaLinux Security Update for microcode_ctl (ALSA-2021:3027)

960737 Rocky Linux Security Update for microcode_ctl (RLSA-2021:3027)
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