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/

CVE-2020-8700

MITRE NVD CVE.ORG Print: PDF %5

CVE-2020-8700

PUBLIC

secure@intel.com

CVE Program / NVD first with legacy fallback
2021-06-09 19:15:00 UTC

2022-05-13 17:29:00 UTC

Improper input validation in the firmware for some Intel(R) Processors may allow a privileged user to potentially enable esc:

| 1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Operating System

Vendor Product Version Update Edition Language
Intel Bios - All All All
Intel Core 13-113g4 - All All All
Intel Core I15-116g7 - All All All
Intel Core 17-10510u - All All All
Intel Core 17-10510y - All All All
Intel Core 17-1060g7 - All All All
Intel Core 17-1060ng7 - All All All
Intel Core 17-10610u - All All All
Intel Core 17-1065g7 - All All All
Intel Core 17-1068ng7 - All All All
Intel Core 17-10700 - All All All
Intel Core 17-10700e - All All All
Intel Core 17-10700f - All All All
Intel Core 17-10700k - All All All
Intel Core 17-10700kf - All All All
Intel Core 17-10700t - All All All
Intel Core 17-10700te - All All All


https://cve.report/
https://cve.report/CVE-2020-8700/mitre
https://cve.report/CVE-2020-8700/nist
https://cve.report/CVE-2020-8700/cve_org
https://cve.report/CVE-2020-8700.pdf
http://cve.report/vendor/intel
http://cve.report/software/intel/bios
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i3-l13g4
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i5-l16g7
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10510u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10510y
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-1060g7
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-1060ng7
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10610u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-1065g7
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-1068ng7
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10700
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10700e
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10700f
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10700k
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10700kf
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10700t
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10700te
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Core 17-1185gre
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Core 17-6498du
Core 17-6500u
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Core 17-6567u
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http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10750h
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10810u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10850h
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10870h
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10875h
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-11370h
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-11375h
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-1160g7
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-1165g7
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-11700
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-11700b
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-11700f
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-11700k
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-11700kf
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-11700t
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-11800h
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-1180g7
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-11850h
http://cve.report/vendor/intel
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http://cve.report/vendor/intel
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http://cve.report/vendor/intel
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http://cve.report/vendor/intel
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http://cve.report/vendor/intel
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http://cve.report/vendor/intel
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http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6560u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6567u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6600u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6650u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6660u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6700
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6700hq
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6700k
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6700t
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6700te
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Core 17-7660u
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Core 17-7700k
Core 17-7700t
Core 17-7820eq
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Core 17-7y75
Core 17-8086k
Core 17-8500y
Core 17-8550u
Core 17-8557u
Core 17-8559u
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Core 17-8700b
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http://cve.report/software/intel/core_i7-6770hq
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6785r
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6820eq
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6820hk
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6820hq
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6822eq
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6870hq
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6920hq
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-6970hq
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7500u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7560u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7567u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7600u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7660u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7700
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7700hq
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7700k
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7700t
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7820eq
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7820hk
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7820hq
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7920hq
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7y75
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-8086k
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-8500y
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-8550u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-8557u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-8559u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-8565u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-8569u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-8650u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-8665u
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-8665ue
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-8700
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-8700b
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http://cve.report/vendor/intel
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http://cve.report/vendor/intel
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http://cve.report/vendor/intel
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http://cve.report/vendor/intel
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http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1540
http://cve.report/vendor/intel
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http://cve.report/vendor/intel
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