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CVE-2020-8716

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assavuerruunsucninas — Gertain versions of Compute Module Hns2600bpb from Intel contain
’ the following vulnerability:

Improper access control for some Intel(R) Server Boards, Server

Systems and Compute Modules before version 1.59 may allow an
authenticated user to potentially enable denial of service via local
access.

AV

CVE-2020-8716 has been assigned by e secure@intel.com to track the vulnerability - currently rated as severity.

CVSS3 Score: [SISEMEDIIM)
Attack Attack Privileges User
Vector Complexity Required Interaction
LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 215 oW

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link

Intel SA-00384 Server Boards, Systems and Compute Module EJ CONFIRM

Vulnerabilities in NetApp Products | NetApp Product Security security.netapp.com/advisory/ntap-
20200814-0002/

Intel-SA-00384 inel MISC


https://cve.report/
https://cve.report/CVE-2020-8716/mitre
https://cve.report/CVE-2020-8716/nist
https://cve.report/CVE-2020-8716/cve_org
https://cve.report/CVE-2020-8716.pdf
http://cve.report/software/intel/compute_module_hns2600bpb
http://cve.report/vendor/intel
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://security.netapp.com/advisory/ntap-20200814-0002/

www.intel.com/content/www/us/en/security-
center/advisory/intel-sa-00384.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Server System Vrn2208wfhy6

e_ekakukokkak ok,

cpe:2.3:h:intel:compute_module_hns2600bpblc24:-:*:*:*:*:*:*:*:

a_eRak kKK LKLk,

cpe:2.3:h:intel:compute_module_hns2600bpblc24r:-:*:*:*:*:*:*::

a_eRuk kK KLk Lk,

cpe:2.3:h:intel:compute_module_hns2600bpblc24r:-:*:*:*:**:*::

a_eR koK kKKK,

cpe:2.3:h:intel:compute_module_hns2600bpblcr:-:*:*:*:*:*:*:*:

fatll

All

All

All

All

All

All

All

All

All

All

All

All

All

fatll

All

All

All

All

All

All

All

All

All

All

All

All

All

fatll

All

All

All

All

All

All

All

All

All

All

All

All

All
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ok kK ok ok kK,

cpe:2.3:h:intel:compute_module_hns2600bpq:-:*:*:*:*:*:*:*:

ek koo ok ok Lk,

cpe:2.3:h:intel:compute_module_hns2600bpg24:-:*:*:*:*:*:*:*:

ek ok ok ok ok ok k.

cpe:2.3:h:intel:compute_module_hns2600bpg24:-:*:*:*:*:*:*:*:

a_akuk kKoK kK,

cpe:2.3:h:intel:compute_module_hns2600bpg24r:-:*:*:****:*:

a_akuk kKoK oKk,

cpe:2.3:h:intel:compute_module_hns2600bpg24r:-:*:*:***:*:*:

ek koK kKoK Lk,

cpe:2.3:h:intel:compute_module_hns2600bpqr:-:*:*:*:*:*:*:*:

ek kKoK kKK,

cpe:2.3:h:intel:compute_module_hns2600bpqr:-:*:*:*:*:*:*:*:

ek akak kR Rk,

cpe:2.3:h:intel:compute_module_hns2600bps:-:*:*:*:*:*:*:*:

ek akak ok ak Rk,

cpe:2.3:h:intel:compute_module_hns2600bps:-:*:*:*:*:*:*:*:

ek ok ok koK Lk,

cpe:2.3:h:intel:compute_module_hns2600bps24:-:*:*:*:*:*:*:*:

e ek koK kKK Lk,

cpe:2.3:h:intel:compute_module_hns2600kpfr:-:*:*:*:*:*:*:*:

e ek koK kL kKK,

cpe:2.3:h:intel:compute_module_hns2600kpfr:-:*:*:*:*:*:*:*:

e_ekakakokLkukok,

cpe:2.3:h:intel:compute_module_hns2600kpr:-:*:*:*:*:*:*:*:

e_ekakakokLkuk ok,

cpe:2.3:h:intel:compute_module_hns2600kpr:-:*:*:*:*:*:*:*:

dkk Lk akakakakk.

cpe:2.3:0:intel:compute_module_hns2600kp_firmware:*:*:*:*:*:*:*:*:

PROURY. N2 Y PR ORI AU (R DI Sy VAV V' PR



e ek koK ok kKK,

cpe:2.3:h:intel:compute_module_hns2600tp:-:*:*:*:*:*:*:*:

e_akukuk kKKK,

cpe:2.3:h:intel:compute_module_hns2600tp24r:-:*:*:***:*:*:

e_akukuk kKKK,

cpe:2.3:h:intel:compute_module_hns2600tp24r:-:*:*:*:***:*:

ek ok ok ok ok ok k.

cpe:2.3:h:intel:compute_module_hns2600tp24sr:-:*:*:**:*:*::

ek ok ok ok ok Lk,

cpe:2.3:h:intel:compute_module_hns2600tp24sr:-:*:*:**:*:*:*:

a_akuk ok kKKK,

cpe:2.3:h:intel:compute_module_hns2600tpf:-:*:**:*:**:*:

e_akakukokakak ok,

cpe:2.3:h:intel:compute_module_hns2600tpfr:-:*:*:*:**:*:*:

e_ekakak oKk koK,

cpe:2.3:h:intel:compute_module_hns2600tpfr:-:*:*:*:**:*:*:

e_akak kKoK kK,

cpe:2.3:h:intel:compute_module_hns2600tpr:-:*:*:*:**:*:*:

e_akak kKoK kK,

cpe:2.3:h:intel:compute_module_hns2600tpr:-:*:*:*:*:*:*:*:

e ek kKK KLk Lk,

cpe:2.3:h:intel:server_board_s1200spo:-:*:*:*:*:*:*:*:

e_akakk LKLk LK LK,

cpe:2.3:h:intel:server_board_s1200spor:-:*:*:*:*:*:*:*:

e_akakk LKLk LK LK,

cpe:2.3:h:intel:server_board_s1200spor:-:*:*:*:*:*:*:*:

a_eR kKK kKK,

cpe:2.3:h:intel:server_board_s1200sps:-:*:*:*:*:*:*:*:

e ek kKK kKK,

cpe:2.3:h:intel:server_board_s1200sps:-:*:*:*:*:*:*:*:

e_akakak kL kKK,

cpe:2.3:h:intel:server_board_s1200spsr:-:*:*:*:*:*:*:*:

Ak kKK kKK Lk,

cpe:2.3:0:intel:server_board_s1200sp_firmware:*:*:*:*:*:*:*:*:



e_akukuk kKKK,

cpe:2.3:h:intel:server_board_s2600bpbr:-:*:*:*:*:**:*:

e_akak kKK kK,

cpe:2.3:h:intel:server_board_s2600bpbr:-:*:**:*:**:*:

e_akak kKoK kK,

cpe:2.3:h:intel:server_board_s2600bpqr:-:*:*:*:*:*:*:*:

kKoK kKK,

cpe:2.3:h:intel:server_board_s2600bps:-:*:*:*:*:*:*:*:

a_ekuk kKK LKLk,

cpe:2.3:a:intel:server_board_s2600cw2sr:-:*:*:":**:

a_ekuk kKK LKLk,

cpe:2.3:a:intel:server_board_s2600cw2sr:-:*:*:" "

e ek koK kKK Lk,

cpe:2.3:a:intel:server_board_s2600cwt:-:*:*:*:*:*:*:*:

e ek koK kKKK,

cpe:2.3:a:intel:server_board_s2600cwt:-:*:*:*:*:*:*:*:



e_akuk kKK kLK,

cpe:2.3:a:intel:server_board_s2600cwtr:-:*:*:** %

e_akukuk kKKK,

cpe:2.3:a:intel:server_board_s2600cwts:-:*:***:**:*:

ok ko ok ok kK,

cpe:2.3:a:intel:server_board_s2600cwtsr:-:*:*:*:*:**:*:

ok ok ok ok ok kK,

cpe:2.3:a:intel:server_board_s2600cwtsr:-:*:**:***:*:

e_akukak kKKK,

cpe:2.3:h:intel:server_board_s2600kp:-:*:*:*:**:*:*:

e ekakak kR kR,

cpe:2.3:h:intel:server_board_s2600kpf:-:*:*:*:*:*:*:*:

e_ekakuk kR Rk,

cpe:2.3:h:intel:server_board_s2600kpf:-:*:*:*:*:*:*:*:

kKoK kKoK Lk,

cpe:2.3:h:intel:server_board_s2600kpfr:-:*:**:***:*:

kK ok kKoK Lk,

cpe:2.3:h:intel:server_board_s2600kpfr:-:*:**:***:*:

Rk ok ok kK Lk,

cpe:2.3:h:intel:server_board_s2600kpr:-:*:*:*:*:*:*:*:

a_eRak ok kKKK,

cpe:2.3:h:intel:server_board_s2600stqr:-:*:*:*:*:*:*:*:

dkkakak ok akakk,

cpe:2.3:0:intel:server_board_s2600st_firmware:™:*:*:*:*:*:*:*:

dkakakuk ok akakk,

cpe:2.3:0:intel:server_board_s2600st_firmware:™:*:*:*:*:*:*:*:

a_akak kL kKKK,

cpe:2.3:h:intel:server_board_s2600tp:-:*:*:*:*:*:*:*:

a_ekak ok kKKK,

cpe:2.3:h:intel:server_board_s2600tp:-:*:*:*:*:*:*:*:



e_akakukokLkuk Lk,

cpe:2.3:h:intel:server_board_s2600tpf:-:*:*:**:*:*:*:

ok ok ok ok ok Kk,

cpe:2.3:h:intel:server_board_s2600tpfr:-:*:* " :*:

ok ok ok ok ok Kk,

cpe:2.3:h:intel:server_board_s2600tpfr:-:*:* " :*:

e_akakak oKLk Lk k.

cpe:2.3:h:intel:server_board_s2600tpr:-:*:*:****:*:

e_akakuk oKk kK,

cpe:2.3:h:intel:server_board_s2600tpr:-:*:*****:*:

ek ok ok ok ok ok k.

cpe:2.3:h:intel:server_board_s2600wf0:-:*:*:*:*:*:*:*:

e_akak kKK kK,

cpe:2.3:h:intel:server_board_s2600wfOr:-:*:**:*:**:*:

e_akak ok kKKK,

cpe:2.3:h:intel:server_board_s2600wfOr:-:*:**:*:**:*:

ek kKoK kKK,

cpe:2.3:h:intel:server_board_s2600wfq:-:*:*:*:**:*:*:

e_ekakuk ok Lkuk ok,

cpe:2.3:h:intel:server_board_s2600wtt:-:*:*:*:*:*:*:*:

e_ekakukokukukok,

cpe:2.3:h:intel:server_board_s2600wtt:-:*:*:*:*:**:*:

a_ek kKK kLK Lk,

cpe:2.3:h:intel:server_board_s2600wttr:-:*:*:*:*:*:*:*:

e ek kKK kKK,

cpe:2.3:h:intel:server_board_s2600wttr:-:*:*:*:*:*:*:*:



ARk kK kK kK,

cpe:2.3:0:intel:server_board_s2600wt_firmware:*:*:*:*:*:*:*:*:

LKk kK kK kK,

cpe:2.3:0:intel:server_board_s2600wt_firmware:*:*:*:*:**:*:*:

e_akukuk kKKK,

cpe:2.3:h:intel:server_system_Inetcnt3y:-:*: 7

e_akukuk kKKK,

cpe:2.3:h:intel:server_system_Inetcnt3y:-:*:***

a_akuk kL kKKK,

cpe:2.3:h:intel:server_system_Ir1304spcfg1:-* ™

a_akuk ok kKKK,

cpe:2.3:h:intel:server_system_Ir1304spcfg1:-* ™

e_akakukokLakak ok,

cpe:2.3:h:intel:server_system_Ir1304spcfgir-

e_akakukakLakak k.

cpe:2.3:h:intel:server_system_Ir1304spcfgir-r

Kk ok ok kKK,

cpe:2.3:h:intel:server_system_Ir1304spcfsgx1:-: "

e_ekak ok kL kKK,

cpe:2.3:h:intel:server_system_Ir1304spcfsgx1:-: "

Skakakakakakakak.

cpe:2.3:0:intel:server_system_Ir1304sp_firmware:*:*:*:*:*:*:*:*:

dkakakakakak Rk,

cpe:2.3:0:intel:server_system_Ir1304sp_firmware:*:*:**:*:*:*:*:

e ek koK kL kLK Lk,

cpe:2.3:h:intel:server_system_mcb2208wfaf6:-:*:*:*:*:*:*:*:

a_eRuk kKK LKLk,

cpe:2.3:h:intel:server_system_mcb2208wfhy2:-:*:*:*:*:*:*:*:

a_eRak kKK LKLk,

cpe:2.3:h:intel:server_system_mcb2208wfhy2:-:*:*:*:*:*:*:*:

e ek koK kKK,

cpe:2.3:h:intel:server_system_nb2208wfqnfvi:-:*:*:***:*:*:

dkak kR ok LRk k,

cpe:2.3:0:intel:server system r1000sp firmware:*:*:*:*:*:*:*:*:



dkakuk kR LRk k.

cpe:2.3:0:intel:server_system_r1000sp_firmware:*:*:*:*:*:*:*:*:

LRk kR kLR kK,

cpe:2.3:0:intel:server_system_r1000wf_firmware:*:*:*:*:*:*:*:*:

LRk Lk kR LRk k.

cpe:2.3:0:intel:server_system_r1000wt_firmware:*:*:**:*:**:*:

Lk kR kKR kK,

cpe:2.3:0:intel:server_system_r1000wt_firmware:*:*:**:*:*:*:*:

e_akakuk oKLk kK,

cpe:2.3:h:intel:server_system_r1208sposhor:-:*:*:*:*:*:*:*:

e_akakuk kR kK,

cpe:2.3:h:intel:server_system_r1208sposhor:-:*:*:*:*:*:*:*:

ek ok ok ok ok k.

cpe:2.3:h:intel:server_system_r1208sposhorr:-:*:*:*:*:*:*:*:

ek ko ok koK Lk,

cpe:2.3:h:intel:server_system_r1208sposhorr:-:*:*:*:**:*:*:

ek koK koK Lk,

cpe:2.3:h:intel:server_system_r1208wfqysr:-:*:*:*:*:*:*:*:

kKoK kK kK,

cpe:2.3:h:intel:server_system_r1208wfqysr:-:*:*:*:*:*:*:*:

e_akak kKoK kK,

cpe:2.3:hiintel:server_system_r1208wftys:-:*:*:**:*:*:*:

e_aRakLk LK LK LKLk,

cpe:2.3:h:intel:server_system_r1208wttgs:-:*:*:*:*:*:*:*:

e ek kKK kK Lk,

cpe:2.3:h:intel:server_system_r1208wttgsbpp:-:*:*:*:*:*:*:*:

a_eR kKK kLK Lk,

cpe:2.3:h:intel:server_system_r1208wttgsbpp:-:*:*:*:**:*:*:

e_ekakukokLkukok,

cpe:2.3:h:intel:server_system_r1208wttgsr:-:*:*:*:*:*:*:*:

e_ekakuk ok Lkukok.

cpe:2.3:h:intel:server_system_r1208wttgsr:-:*:*:*:*:*:*:*:

e_ekakukokkukok.

cpe:2.3:h:intel:server_system_r1304sposhbn:-:*:*:*:*:*:*:*:

e_ekakukok kR ok,

cpe:2.3:h:intel:server_system_r1304sposhbn:-:*:*:*:*:*:*:*:

a_ek kKK kKK,

cpe:2.3:h:intel:server_system_r1304sposhbnr:-:*:*:*:*:*:*:*:



e_akukuk ok Lkuk ok,

cpe:2.3:h:intel:server_system_r1304sposhor:-:*:*:*:*:*:*:*:

e_akukuk kKR ok,

cpe:2.3:h:intel:server_system_r1304sposhor:-:*:**:*:*:*:*:

ek ko ok ok ok Lk,

cpe:2.3:h:intel:server_system_r1304sposhorr:-:*:*:*:*:*:*:*:

e_akakuk oKk kK,

cpe:2.3:h:intel:server_system_r1304wfOys:-:*:***:**::

e_akakukakakak ok,

cpe:2.3:h:intel:server_system_r1304wfOys:-*: "

ek ok ok ok ok ok Lk,

cpe:2.3:h:intel:server_system_r1304wfOysr:-*: %"

e_akak kKK oKk,

cpe:2.3:h:intel:server_system_r1304wftys:-:*:*:**:**:*:

e_akuk kKoK kK,

cpe:2.3:h:intel:server_system_r1304wftys:-:**:**:**:*:

e ekakak ok akak ok,

cpe:2.3:h:intel:server_system_r1304wftysr:-:*:*:*:**:*:*:

dkakak Lk ak kK k,

cpe:2.3:0:intel:server_system_r2000wf_firmware:™:*:*:*:*:*:*:*:

dkakak ok ak kK ak,

cpe:2.3:0:intel:server_system_r2000wt_firmware:™:*:*:*:*:*:*:*:

e_akakukokLkuk ok,

cpe:2.3:h:intel:server_system_r2208wf0zs:-:*:*:*:*:*:*:*:

e_akakkokLkuk ok,

cpe:2.3:h:intel:server_system_r2208wf0zs:-:*:*:*:*:*:*:*:

e ek koK kKKK,

cpe:2.3:h:intel:server_system_r2208wfOzsr:-:*:*:*:*:*:*:*:

AnntD hintalieaniar cvectam rDONQuENTor: *okokakokaokak,



e_akukk kKR ok,

cpe:2.3:h:intel:server_system_r2208wfqzs:-:*:*:**:*:*:*:

e_akukuk kKR ok,

cpe:2.3:h:intel:server_system_r2208wfqzs:-:*:*:**:**::

ek ok ok ok ok oKk,

cpe:2.3:h:intel:server_system_r2208wfqzsr:-:*:*:*:**:*:*:

ek ok ok ok ok ok k.

cpe:2.3:h:intel:server_system_r2208wfqzsr:-:*: """

e_akuk kKoK kLK,

cpe:2.3:h:intel:server_system_r2208wftzs:-*:*:***:**:

e_ekakuk kR koK.

cpe:2.3:h:intel:server_system_r2208wftzsr:-:*:**:***:*:

e_ekakuk oKk kK,

cpe:2.3:h:intel:server_system_r2208wt2ys:-*:*:**:*:*:*:

e_ekak koK kR ok,

cpe:2.3:h:intel:server_system_r2208wt2ys:-:*:*:*:*:*:*:*:

kK ok ok koK Lk,

cpe:2.3:h:intel:server_system_r2208wt2ysr:-** """

e_ekakak ok Lkuk ok,

cpe:2.3:h:intel:server_system_r2224wfqzs:-:*:":**:*:*::

e_ekakak kKKK,

cpe:2.3:h:intel:server_system_r2224wfqzs:-:*:":**:**:":

e_akakk kLK LK LK,

cpe:2.3:h:intel:server_system_r2224wftzs:-:*:*:***

e_akakok kLK LK LK,

cpe:2.3:h:intel:server_system_r2224wftzs:-:*:*:***

e_ekukuk ok Lkuk ok,

cpe:2.3:h:intel:server_system_r2224wftzsr:-:*:*:** """

e_akakk kKKK,

cpe:2.3:h:intel:server_system_r2224wttys:-:*:*:***

e_akak kKK kLK,

cpe:2.3:h:intel:server_system_r2224wttys:-:*: """



e_akakuk kR uk k.

cpe:2.3:h:intel:server_system_r2224wttysr:-:*:*:**:*:*:*:

e_akakukakakuk ok,

cpe:2.3:h:intel:server_system_r2224wttysr:-:**:*:*:*:*:*:

e_akukuk kKKK,

cpe:2.3:h:intel:server_system_r2308wftzs:-*: """

a_akuk kKoK oKLk,

cpe:2.3:h:intel:server_system_r2308wftzs:-*:*:***:*:*:

e_ekakuak oKk Rk,

cpe:2.3:h:intel:server_system_r2308wftzsr:-:***:*

e_ekakuk oKLk ak k.

cpe:2.3:h:intel:server_system_r2308wftzsr:-:** "

e_akuk kKoK oKk,

cpe:2.3:h:intel:server_system_r2308wttys:-*:*:***:*:*:

e_akuk kKK kK,

cpe:2.3:h:intel:server_system_r2308wttys:-*:*:***:*:*:

e_ekakak kR Rk,

cpe:2.3:h:intel:server_system_r2308witysr:-:*:*:*:**:*:*:

e_ekakak ok akak ok,

cpe:2.3:h:intel:server_system_r2308wttysr:-:*:*:*:***:*:

e_ekakak ok ak koK.

cpe:2.3:h:intel:server_system_r2312wfOnp:-*:*:**:**:*:

e_ekakak oKk Rk,

cpe:2.3:hiintel:server_system_r2312wfOnp:-:*:*:****:*:

e_akakk LKLk LK LK,

cpe:2.3:h:intel:server_system_r2312wttys:-:*:*:"*:*

e_ekakuk ok Lkuk ok,

cpe:2.3:h:intel:server_system_r2312wttysr:-:*:*:***:*:*:

e_ekakukokukakok.

cpe:2.3:h:intel:server_system_r2312wttysr:-:*:*:* """

a_ekuk kLK kLKL K,

cpe:2.3:h:intel:server_system_vrn2208waf6:-:*:*:*:*:*:*:*:

a_ekuk kLK kKK,

cpe:2.3:h:intel:server_system_vrn2208waf6:-:*:*:*:*:*:*:*:

e ek koK kKKK,

cpe:2.3:h:intel:server_system_vrn2208wfaf81:-:*:**:**:*:*:



cpe:2.3:h:intel:server_system_vrn2208wfaf82:-:*:*:*:*:*:*:*:

cpe:2.3:h:intel:server_system_vrn2208wfaf82:-:*:**:*:*:*:*:

cpe:2.3:h:intel:server_system_vrn2208wfaf83:-:*:*:*:*:*:*:*:

cpe:2.3:h:intel:server_system_vrn2208wfhy6:-:*:*:*:***:*:

cpe:2.3:h:intel:server_system_vrn2208wfhy6:-:*:*:* " *:

No vendor comments have been submitted for this CVE
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