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Summary

CVE CVE-2020-8740

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-12 18:15:00 UTC

Updated 2021-01-28 14:42:00 UTC

Description Out of bounds write in Intel BIOS platform sample code for some Intel(R) Processors may allow a privileged user to potentially enable escalation of privilege via local access.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Intel Bios - All All All

Operating System Intel Bios - All All All

Hardware Intel Core I5-7640x - All All All

Hardware Intel Core I5-7640x - All All All

Hardware Intel Core I7-3820 - All All All

Hardware Intel Core I7-3820 - All All All

Hardware Intel Core I7-3920xm - All All All

Hardware Intel Core I7-3920xm - All All All

Hardware Intel Core I7-3930k - All All All

Hardware Intel Core I7-3930k - All All All

Hardware Intel Core I7-3940xm - All All All

Hardware Intel Core I7-3940xm - All All All

Hardware Intel Core I7-3960x - All All All

Hardware Intel Core I7-3960x - All All All

Hardware Intel Core I7-3970x - All All All

Hardware Intel Core I7-3970x - All All All

Hardware Intel Core I7-4820k - All All All
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Hardware Intel Core I7-4820k - All All All

Hardware Intel Core I7-4820k - All All All

Hardware Intel Core I7-4930k - All All All

Hardware Intel Core I7-4930k - All All All

Hardware Intel Core I7-4930mx - All All All

Hardware Intel Core I7-4930mx - All All All

Hardware Intel Core I7-4940mx - All All All

Hardware Intel Core I7-4940mx - All All All

Hardware Intel Core I7-4960x - All All All

Hardware Intel Core I7-4960x - All All All

Hardware Intel Core I7-5820k - All All All

Hardware Intel Core I7-5820k - All All All

Hardware Intel Core I7-5930k - All All All

Hardware Intel Core I7-5930k - All All All

Hardware Intel Core I7-5960x - All All All

Hardware Intel Core I7-5960x - All All All

Hardware Intel Core I7-6800k - All All All

Hardware Intel Core I7-6800k - All All All

Hardware Intel Core I7-6850k - All All All

Hardware Intel Core I7-6850k - All All All

Hardware Intel Core I7-6900k - All All All

Hardware Intel Core I7-6900k - All All All

Hardware Intel Core I7-6950x - All All All

Hardware Intel Core I7-6950x - All All All

Hardware Intel Core I7-7740x - All All All

Hardware Intel Core I7-7740x - All All All

Hardware Intel Core I7-7800x - All All All

Hardware Intel Core I7-7800x - All All All

Hardware Intel Core I7-7820x - All All All

Hardware Intel Core I7-7820x - All All All

Hardware Intel Core I7-9800x - All All All

Hardware Intel Core I7-9800x - All All All

Hardware Intel Core I9-10900x - All All All

Hardware Intel Core I9-10900x - All All All

Hardware Intel Core I9-10920x - All All All

Hardware Intel Core I9-10920x - All All All
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Hardware Intel Core I9-10940x - All All All

Hardware Intel Core I9-10940x - All All All

Hardware Intel Core I9-10980xe - All All All

Hardware Intel Core I9-10980xe - All All All

Hardware Intel Core I9-7900x - All All All

Hardware Intel Core I9-7900x - All All All

Hardware Intel Core I9-7920x - All All All

Hardware Intel Core I9-7920x - All All All

Hardware Intel Core I9-7940x - All All All

Hardware Intel Core I9-7940x - All All All

Hardware Intel Core I9-7960x - All All All

Hardware Intel Core I9-7960x - All All All

Hardware Intel Core I9-7980xe - All All All

Hardware Intel Core I9-7980xe - All All All

Hardware Intel Core I9-9820x - All All All

Hardware Intel Core I9-9820x - All All All

Hardware Intel Core I9-9900x - All All All

Hardware Intel Core I9-9900x - All All All

Hardware Intel Core I9-9920x - All All All

Hardware Intel Core I9-9920x - All All All

Hardware Intel Core I9-9940x - All All All

Hardware Intel Core I9-9940x - All All All

Hardware Intel Core I9-9960x - All All All

Hardware Intel Core I9-9960x - All All All

Hardware Intel Core I9-9980xe - All All All

Hardware Intel Core I9-9980xe - All All All

Hardware Intel Xeon Bronze 3104 - All All All

Hardware Intel Xeon Bronze 3104 - All All All

Hardware Intel Xeon Bronze 3106 - All All All

Hardware Intel Xeon Bronze 3106 - All All All

Hardware Intel Xeon Bronze 3204 - All All All

Hardware Intel Xeon Bronze 3204 - All All All

Hardware Intel Xeon Bronze 3206r - All All All

Hardware Intel Xeon Bronze 3206r - All All All

Hardware Intel Xeon D-1513n - All All All

Hardware Intel Xeon D-1513n - All All All
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Hardware Intel Xeon D-1513n - All All All

Hardware Intel Xeon D-1518 - All All All

Hardware Intel Xeon D-1518 - All All All

Hardware Intel Xeon D-1520 - All All All

Hardware Intel Xeon D-1520 - All All All

Hardware Intel Xeon D-1521 - All All All

Hardware Intel Xeon D-1521 - All All All

Hardware Intel Xeon D-1523n - All All All

Hardware Intel Xeon D-1523n - All All All

Hardware Intel Xeon D-1527 - All All All

Hardware Intel Xeon D-1527 - All All All

Hardware Intel Xeon D-1528 - All All All

Hardware Intel Xeon D-1528 - All All All

Hardware Intel Xeon D-1529 - All All All

Hardware Intel Xeon D-1529 - All All All

Hardware Intel Xeon D-1531 - All All All

Hardware Intel Xeon D-1531 - All All All

Hardware Intel Xeon D-1533n - All All All

Hardware Intel Xeon D-1533n - All All All

Hardware Intel Xeon D-1537 - All All All

Hardware Intel Xeon D-1537 - All All All

Hardware Intel Xeon D-1539 - All All All

Hardware Intel Xeon D-1539 - All All All

Hardware Intel Xeon D-1540 - All All All

Hardware Intel Xeon D-1540 - All All All

Hardware Intel Xeon D-1541 - All All All

Hardware Intel Xeon D-1541 - All All All

Hardware Intel Xeon D-1543n - All All All

Hardware Intel Xeon D-1543n - All All All

Hardware Intel Xeon D-1548 - All All All

Hardware Intel Xeon D-1548 - All All All

Hardware Intel Xeon D-1553n - All All All

Hardware Intel Xeon D-1553n - All All All

Hardware Intel Xeon D-1557 - All All All

Hardware Intel Xeon D-1557 - All All All

Hardware Intel Xeon D-1559 - All All All
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Hardware Intel Xeon D-1559 - All All All

Hardware Intel Xeon D-1567 - All All All

Hardware Intel Xeon D-1567 - All All All

Hardware Intel Xeon D-1571 - All All All

Hardware Intel Xeon D-1571 - All All All

Hardware Intel Xeon D-1577 - All All All

Hardware Intel Xeon D-1577 - All All All

Hardware Intel Xeon D-1602 - All All All

Hardware Intel Xeon D-1602 - All All All

Hardware Intel Xeon D-1622 - All All All

Hardware Intel Xeon D-1622 - All All All

Hardware Intel Xeon D-1623n - All All All

Hardware Intel Xeon D-1623n - All All All

Hardware Intel Xeon D-1627 - All All All

Hardware Intel Xeon D-1627 - All All All

Hardware Intel Xeon D-1633n - All All All

Hardware Intel Xeon D-1633n - All All All

Hardware Intel Xeon D-1637 - All All All

Hardware Intel Xeon D-1637 - All All All

Hardware Intel Xeon D-1649n - All All All

Hardware Intel Xeon D-1649n - All All All

Hardware Intel Xeon D-1653n - All All All

Hardware Intel Xeon D-1653n - All All All

Hardware Intel Xeon D-2123it - All All All

Hardware Intel Xeon D-2123it - All All All

Hardware Intel Xeon D-2141i - All All All

Hardware Intel Xeon D-2141i - All All All

Hardware Intel Xeon D-2142it - All All All

Hardware Intel Xeon D-2142it - All All All

Hardware Intel Xeon D-2143it - All All All

Hardware Intel Xeon D-2143it - All All All

Hardware Intel Xeon D-2145nt - All All All

Hardware Intel Xeon D-2145nt - All All All

Hardware Intel Xeon D-2146nt - All All All

Hardware Intel Xeon D-2146nt - All All All

http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1559
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1567
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1567
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1571
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1571
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1577
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1577
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1602
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1602
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1622
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1622
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1623n
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1623n
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1627
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1627
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1633n
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1633n
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1637
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1637
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1649n
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1649n
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1653n
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-1653n
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-2123it
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-2123it
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-2141i
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-2141i
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-2142it
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-2142it
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-2143it
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-2143it
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-2145nt
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-2145nt
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-2146nt
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_d-2146nt


Hardware Intel Xeon D-2161i - All All All

Hardware Intel Xeon D-2161i - All All All

Hardware Intel Xeon D-2163it - All All All

Hardware Intel Xeon D-2163it - All All All

Hardware Intel Xeon D-2166nt - All All All

Hardware Intel Xeon D-2166nt - All All All

Hardware Intel Xeon D-2173it - All All All

Hardware Intel Xeon D-2173it - All All All

Hardware Intel Xeon D-2177nt - All All All

Hardware Intel Xeon D-2177nt - All All All

Hardware Intel Xeon D-2183it - All All All

Hardware Intel Xeon D-2183it - All All All

Hardware Intel Xeon D-2187nt - All All All

Hardware Intel Xeon D-2187nt - All All All

Hardware Intel Xeon E5-1428l V3 - All All All

Hardware Intel Xeon E5-1428l V3 - All All All

Hardware Intel Xeon E5-1620 V3 - All All All

Hardware Intel Xeon E5-1620 V3 - All All All

Hardware Intel Xeon E5-1620 V4 - All All All

Hardware Intel Xeon E5-1620 V4 - All All All

Hardware Intel Xeon E5-1630 V3 - All All All

Hardware Intel Xeon E5-1630 V3 - All All All

Hardware Intel Xeon E5-1630 V4 - All All All

Hardware Intel Xeon E5-1630 V4 - All All All

Hardware Intel Xeon E5-1650 V3 - All All All

Hardware Intel Xeon E5-1650 V3 - All All All

Hardware Intel Xeon E5-1650 V4 - All All All
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375632 Lenovo BIOS Escalation of Privilege Vulnerability (LEN-50824)

https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00390
https://security.netapp.com/advisory/ntap-20210122-0008/
https://www.cve.org/CVERecord?id=CVE-2020-8740
https://nvd.nist.gov/vuln/detail/CVE-2020-8740
http://cve.report/qid/375632
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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