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Unauthenticated RPC server on ALEOS before 4.4.9, 4.9.5, and 4.14.0 allows remote code execution.
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Risk And Classification

Problem Types: NVD-CWE-noinfo
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References

Reference
Sierra Wireless Technical Bulletin - SWI-PSA-2020-005: ALEOS Local Privilege Escalation and LAN-Side RPC Server Remote Code Executic
CVE Program record

NVD vulnerability detail

/ |

Vendor Comments And Credit

Discovery Credit

LEGACY: Sierra Wireless thanks Ruben Santamarta, Principal Security Consultant at
IOActive for the responsible disclosure of these vulnerabilities.
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There are currently no legacy QID mappings associated with this CVE.
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