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Summary

CVE CVE-2020-8815

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-12 15:15:00 UTC

Updated 2020-02-19 20:18:00 UTC

Description Improper connection handling in the base connection handler in IKTeam BearFTP before v0.3.1 allows a remote attacker to achieve denial of service via a Slowloris approach by sending a large volume of small packets.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Iktm Bearftp All All All All

Application Iktm Bearftp All All All All

References

Reference Source Link Tags

Anonymous configuration fix, base thread vulnerability fix. v0.3.1 · kolya5544/BearFTP@17a6ead · GitHub CONFIRM github.com Patch, Third Party Advisory

BearFTP/Program.cs at f5a8047587c1a96456d4f291c12b038b9ab0d0c5 · kolya5544/BearFTP · GitHub MISC github.com Exploit, Third Party Advisory

GitHub - kolya5544/BearFTP: Honeypot FTP server written in .NET Core (C#) for both Linux and Windows. MISC github.com Third Party Advisory

Release v0.4.0 -> Active mode, local CMD handler, cool stuff · kolya5544/BearFTP · GitHub CONFIRM github.com Release Notes, Third Party Advisory

Implemented maxthreads, added another entry to TODO · kolya5544/BearFTP@66dc9d9 · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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