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Summary

CVE CVE-2020-8816

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-29 19:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description Pi-hole Web v4.3.2 (aka AdminLTE) allows Remote Code Execution by privileged dashboard users via a crafted DHCP static lease.

Risk And Classification

EPSS: 0.907750000 probability, percentile 0.996220000 (date 2026-04-02)

CISA KEV: Listed on 2021-12-10; due 2022-06-10; ransomware use Unknown

Problem Types: CWE-78

CISA Known Exploited Vulnerability

Vendor Pi-hole

Product AdminLTE

Name Pi-Hole AdminLTE Remote Code Execution Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2020-8816

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pi-hole Pi-hole All All All All

References

Reference

Release Pi-hole Web version 4.3.3 · pi-hole/AdminLTE · GitHub

Pi-hole 4.3.2 Remote Code Execution ≈ Packet Storm
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Fix potential code injection on MAC address validator by PromoFaux · Pull Request #1165 · pi-hole/AdminLTE · GitHub
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https://cve.report/CVE-2020-8816.pdf
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http://packetstormsecurity.com/files/158737/Pi-hole-4.3.2-Remote-Code-Execution.html
https://twitter.com/Nate_Kappa/status/1243900213665902592?s=20
https://github.com/pi-hole/AdminLTE/pull/1165


Commits · pi-hole/AdminLTE · GitHub

Pi-Hole 4.3.2 DHCP MAC OS Command Execution ≈ Packet Storm

CVE-2020-8816 – Pi-hole Remote Code Execution – Nate’s Blog

CVE Program record

NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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