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Summary

CVE CVE-2020-8819

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-25 02:15:00 UTC

Updated 2020-03-04 20:56:00 UTC

Description An issue was discovered in the CardGate Payments plugin through 3.1.15 for WooCommerce. Lack of origin authentication in the IPN callback processing function in cardgate/cardgate.php allows an attacker to remotely replace critical plugin settings (merchant ID, secret key, etc.) and therefore bypass the payment process (e.g., spoof an order status by manually sending an IPN callback request with a valid signature but without real payment) and/or receive all of the subsequent payments.

Risk And Classification

Problem Types: CWE-346

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cardgate Cardgate Payments All All All All

References

Reference

woocommerce/cardgate.php at f2111af7b1a3fd701c1c5916137f3ac09482feeb · cardgate/woocommerce · GitHub

CardGate < 3.1.16 - Unauthorised Payments Hijacking and Order Status Spoofing

Public disclosure on CVE-2020-8819 [Unauthorized Payments Hijacking + Order Status Spoofing] · Issue #18 · cardgate/woocommerce · GitHub

WordPress WooCommerce CardGate Payment Gateway 3.1.15 Bypass ≈ Packet Storm

WordPress Plugin WooCommerce CardGate Payment Gateway 3.1.15 - Payment Process Bypass - PHP webapps Exploit

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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