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Summary

CVE CVE-2020-8827

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-08 20:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description As of v1.5.0, the Argo API does not implement anti-automation measures such as rate limiting, account lockouts, or other anti-bruteforce measures. Attackers can submit an unlimited number of authentication attempts without consequence.

Risk And Classification

Problem Types: CWE-307

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linuxfoundation Argo Continuous Delivery All All All All

Application Linuxfoundation Argo Continuous Delivery All All All All

References

Reference Source Link Tags

Security Considerations - Argo CD - Declarative GitOps CD for Kubernetes MISC argoproj.github.io Vendor Advisory

Releases · argoproj/argo · GitHub MISC github.com Third Party Advisory

Overview - Argo CD - Declarative GitOps CD for Kubernetes MISC argoproj.github.io Vendor Advisory

Argo CVEs MISC www.soluble.ai Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981989 Go (go) Security Update for github.com/argoproj/argo-cd/util/cache (GHSA-xcqr-9h24-vrgw)
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