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CVE CVE-2020-8907
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-22 14:15:00 UTC
Updated 2022-09-30 23:14:00 UTC
Description A vulnerability in Google Cloud Platform's guest-oslogin versions between 20190304 and 20200507 allows a user that is or
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Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Google Guest-oslogin All All All All
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 15.2 All All All

References |
Reference Source
[security-announce] openSUSE-SU-2020:1014-1: important: Security update SUSE

oslogin-privesc-june-2020 - master - GitLab.com / GitLab Security Department / GitLab Red Team / Red Team Tech Notes - GitLab  MISC

Google Cloud Platform Security Bulletins | Support MISC
Remove OS Login users from admin groups. by illfelder - Pull Request #29 - GoogleCloudPlatform/guest-oslogin - GitHub CONFII
[security-announce] openSUSE-SU-2020:0996-1: important: Security update SUSE
CVE Program record CVE.OI
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Vendor Comments And Credit

Discovery Credit

LEGACY: Chris Moberly


https://cve.report/
https://cve.report/CVE-2020-8907/mitre
https://cve.report/CVE-2020-8907/nist
https://cve.report/CVE-2020-8907/cve_org
https://cve.report/api/cve/CVE-2020-8907.json
https://cve.report/CVE-2020-8907.pdf
http://cve.report/vendor/google
http://cve.report/software/google/guest-oslogin
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://lists.opensuse.org/opensuse-security-announce/2020-07/msg00047.html
https://gitlab.com/gitlab-com/gl-security/gl-redteam/red-team-tech-notes/-/tree/master/oslogin-privesc-june-2020
https://cloud.google.com/support/bulletins/#gcp-2020-008
https://github.com/GoogleCloudPlatform/guest-oslogin/pull/29
http://lists.opensuse.org/opensuse-security-announce/2020-07/msg00037.html
https://www.cve.org/CVERecord?id=CVE-2020-8907
https://nvd.nist.gov/vuln/detail/CVE-2020-8907

There are currently no legacy QID mappings associated with this CVE.
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