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A temp directory creation vulnerability exists in all versions of Guava, allowing an attacker with access to the machine to po

| 1|

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)
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Application
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Application
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Vendor Product Version Update Edition Language
Google  Guava All All All All
Google  Guava All All All All
Netapp  Active Ig Unified Manager - All All All
Netapp  Active Ig Unified Manager - All All All
Netapp  Active Iq Unified Manager - All All All
Oracle Commerce Guided Search 11.3.2 All All All
Oracle Communications Cloud Native Core Network Repository Function 1.14.0 All All All
Oracle Communications Cloud Native Core Network Slice Selection Function 1.2.1 All All All
Oracle Communications Pricing Design Center 12.0.0.4.0 All All All
Oracle Communications Pricing Design Center 12.0.0.5.0 Al All All
Oracle Data Integrator 12.2.1.3.0 All All All
Oracle Data Integrator 12.2.1.4.0 Al All All
Oracle Nosqgl Database All All All All
Oracle Peoplesoft Enterprise Peopletools 8.57 All All All
Oracle Peoplesoft Enterprise Peopletools 8.58 All All All
Oracle Peoplesoft Enterprise Peopletools 8.59 All All All
Oracle Primavera Unifier 18.8 All All All
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Legacy QID Mappings

150696 Oracle WebLogic Server Multiple Vulnerabilities (CPUJUL2023)

239895 Red Hat Update for Satellite 6.10 (RHSA-2021:4702)

375720 Oracle PeopleSoft Enterprise PeopleTools Product Multiple Vulnerabilities (CPUJUL2021)

376547 Oracle PeopleSoft Enterprise PeopleTools Product Multiple Vulnerabilities (CPUAPR2022)

378883 Splunk Enterprise August Third Party Package Updates (SVD-2023-0808)

754233 SUSE Enterprise Linux Security Update for guava (SUSE-SU-2023:3090-1)

755845 SUSE Enterprise Linux Security Update for suse manager 4.2: server (SUSE-SU-2023:1831-1)

87489 Oracle WebLogic Server Multiple Vulnerabilities (CPUAPR2022)
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87546 Oracle WebLogic Server Multiple Vulnerabilities (CPUJUL2023)
900945 Common Base Linux Mariner (CBL-Mariner) Security Update for guava (7240)
907267 Common Base Linux Mariner (CBL-Mariner) Security Update for guava (25952-1)

980276 Java (maven) Security Update for com.google.guava:guava (GHSA-5mg8-w23w-74h3)
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