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Summary

CVE CVE-2020-8908

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-10 23:15:00 UTC

Updated 2023-08-02 17:30:00 UTC

Description A temp directory creation vulnerability exists in all versions of Guava, allowing an attacker with access to the machine to potentially access data in a temporary directory created by the Guava API com.google.common.io.Files.createTempDir(). By default, on unix-like systems, the created directory is world-readable (readable by an attacker with access to the system). The method in question has been marked @Deprecated in versions 30.0 and later and should not be used. For Android developers, we recommend choosing a temporary directory API provided by Android, such as context.getCacheDir(). For other Java developers, we recommend migrating to the Java 7 API java.nio.file.Files.createTempDirectory() which explicitly configures permissions of 700, or configuring the Java runtime's java.io.tmpdir system property to point to a location whose permissions are appropriately configured.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Guava All All All All

Application Google Guava All All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Oracle Commerce Guided Search 11.3.2 All All All

Application Oracle Communications Cloud Native Core Network Repository Function 1.14.0 All All All

Application Oracle Communications Cloud Native Core Network Slice Selection Function 1.2.1 All All All

Application Oracle Communications Pricing Design Center 12.0.0.4.0 All All All

Application Oracle Communications Pricing Design Center 12.0.0.5.0 All All All

Application Oracle Data Integrator 12.2.1.3.0 All All All

Application Oracle Data Integrator 12.2.1.4.0 All All All

Application Oracle Nosql Database All All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.57 All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.58 All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.59 All All All

Application Oracle Primavera Unifier 18.8 All All All
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Application Oracle Primavera Unifier 18.8 All All All

Application Oracle Primavera Unifier 19.12 All All All

Application Oracle Primavera Unifier 20.12 All All All

Application Oracle Primavera Unifier 21.12 All All All

Application Oracle Primavera Unifier All All All All

Application Oracle Retail Customer Management And Segmentation Foundation All All All All

Application Oracle Weblogic Server 14.1.1.0.0 All All All

Application Quarkus Quarkus All All All All

Application Quarkus Quarkus All All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150696 Oracle WebLogic Server Multiple Vulnerabilities (CPUJUL2023)

239895 Red Hat Update for Satellite 6.10 (RHSA-2021:4702)

375720 Oracle PeopleSoft Enterprise PeopleTools Product Multiple Vulnerabilities (CPUJUL2021)
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87489 Oracle WebLogic Server Multiple Vulnerabilities (CPUAPR2022)

87542 Oracle WebLogic Server Multiple Vulnerabilities (CPUAPR2023)

https://lists.apache.org/thread.html/rf00b688ffa620c990597f829ff85fdbba8bf73ee7bfb34783e1f0d4e%2540%253Cyarn-dev.hadoop.apache.org%253E
https://lists.apache.org/thread.html/r3dd8881de891598d622227e9840dd7c2ef1d08abbb49e9690c7ae1bc@%253Cissues.geode.apache.org%253E
https://lists.apache.org/thread.html/r58a8775205ab1839dba43054b09a9ab3b25b423a4170b2413c4067ac@%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/r49549a8322f62cd3acfa4490d25bfba0be04f3f9ff4d14fe36199d27%2540%253Cyarn-dev.hadoop.apache.org%253E
https://lists.apache.org/thread.html/rb8c0f1b7589864396690fe42a91a71dea9412e86eec66dc85bbacaaf@%253Ccommits.cxf.apache.org%253E
https://lists.apache.org/thread.html/r58a8775205ab1839dba43054b09a9ab3b25b423a4170b2413c4067ac%2540%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/r2fe45d96eea8434b91592ca08109118f6308d60f6d0e21d52438cfb4@%253Cdev.drill.apache.org%253E
https://lists.apache.org/thread.html/ra7ab308481ee729f998691e8e3e02e93b1dedfc98f6b1cd3d86923b3%2540%253Cyarn-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/rbc7642b9800249553f13457e46b813bea1aec99d2bc9106510e00ff3@%253Ctorque-dev.db.apache.org%253E
https://lists.apache.org/thread.html/r79e47ed555bdb1180e528420a7a2bb898541367a29a3bc6bbf0baf2c%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/re120f6b3d2f8222121080342c5801fdafca2f5188ceeb3b49c8a1d27@%253Cyarn-issues.hadoop.apache.org%253E
https://www.oracle.com/security-alerts/cpuApr2021.html
https://github.com/google/guava/commit/fec0dbc4634006a6162cfd4d0d09c962073ddf40
https://lists.apache.org/thread.html/rf9f0fa84b8ae1a285f0210bafec6de2a9eba083007d04640b82aa625@%253Cissues.geode.apache.org%253E
https://lists.apache.org/thread.html/r6874dfe26eefc41b7c9a5e4a0487846fc4accf8c78ff948b24a1104a@%253Cdev.drill.apache.org%253E
https://lists.apache.org/thread.html/rd5d58088812cf8e677d99b07f73c654014c524c94e7fedbdee047604@%253Ctorque-dev.db.apache.org%253E
https://lists.apache.org/thread.html/r79e47ed555bdb1180e528420a7a2bb898541367a29a3bc6bbf0baf2c@%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r294be9d31c0312d2c0837087204b5d4bf49d0552890e6eec716fa6a6@%253Cyarn-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/re120f6b3d2f8222121080342c5801fdafca2f5188ceeb3b49c8a1d27%2540%253Cyarn-issues.hadoop.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2020-8908
https://nvd.nist.gov/vuln/detail/CVE-2020-8908
http://cve.report/qid/150696
http://cve.report/qid/239895
http://cve.report/qid/375720
http://cve.report/qid/376547
http://cve.report/qid/378883
http://cve.report/qid/754233
http://cve.report/qid/755845
http://cve.report/qid/87489
http://cve.report/qid/87542


© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

87542 Oracle WebLogic Server Multiple Vulnerabilities (CPUAPR2023)

87546 Oracle WebLogic Server Multiple Vulnerabilities (CPUJUL2023)

900945 Common Base Linux Mariner (CBL-Mariner) Security Update for guava (7240)

907267 Common Base Linux Mariner (CBL-Mariner) Security Update for guava (25952-1)

980276 Java (maven) Security Update for com.google.guava:guava (GHSA-5mg8-w23w-74h3)
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