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Summary

CVE CVE-2020-8910

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-26 12:15:00 UTC

Updated 2023-11-07 03:26:00 UTC

Description A URL parsing issue in goog.uri of the Google Closure Library versions up to and including v20200224 allows an attacker to send malicious URLs to be parsed by the library and return the wrong authority. Mitigation: update your library to version v20200315.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Closure Library All All All All

Application Google Closure Library All All All All

References

Reference Source Link Tags

Fix authority parsing in Closure URI parser. · google/closure-library@294fc00 · GitHub CONFIRM github.com Patch, Third Party Advisory

Release Closure Library v20200315 · google/closure-library · GitHub CONFIRM github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: David Schütz

LEGACY: François Lajeunesse-Robert

Legacy QID Mappings

982644 Nodejs (npm) Security Update for google-closure-library (GHSA-vh5w-fg69-rc8m)

https://cve.report/
https://cve.report/CVE-2020-8910/mitre
https://cve.report/CVE-2020-8910/nist
https://cve.report/CVE-2020-8910/cve_org
https://cve.report/api/cve/CVE-2020-8910.json
https://cve.report/CVE-2020-8910.pdf
http://cve.report/vendor/google
http://cve.report/software/google/closure_library
http://cve.report/vendor/google
http://cve.report/software/google/closure_library
https://github.com/google/closure-library/commit/294fc00b01d248419d8f8de37580adf2a0024fc9
https://github.com/google/closure-library/releases/tag/v20200315
https://www.cve.org/CVERecord?id=CVE-2020-8910
https://nvd.nist.gov/vuln/detail/CVE-2020-8910
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