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Summary

CVE CVE-2020-8919

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-10 11:15:00 UTC

Updated 2020-12-16 01:02:00 UTC

Description An information leak vulnerability exists in Gerrit versions prior to 2.15.21, 2.16.25, 3.0.15, 3.1.10, 3.2.5 where a missing access check on the branch REST API allows an attacker with only the default set of priviledges to read all other user's personal account data as well as sub-trees with restricted access.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Gerrit All All All All

Application Google Gerrit All All All All

References

Reference Source Link Tags

Gerrit 3.2.0 Release | Gerrit Code Review CONFIRM www.gerritcodereview.com Release Notes, Vendor Advisory

Gerrit 2.16 Release | Gerrit Code Review CONFIRM www.gerritcodereview.com Release Notes, Vendor Advisory

Gerrit 3.1.0 Release (in development) | Gerrit Code Review CONFIRM www.gerritcodereview.com Release Notes, Vendor Advisory

0532fb876cb86bc091a91f78e6f28fff9e39ca65 - gerrit - Git at Google CONFIRM gerrit.googlesource.com Issue Tracking, Patch, Vendor Advisory

Gerrit 2.15 Release | Gerrit Code Review CONFIRM www.gerritcodereview.com Release Notes, Vendor Advisory

Gerrit 3.0.0 Release | Gerrit Code Review CONFIRM www.gerritcodereview.com Release Notes, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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