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avssanvuacrruunsucrian — Gertain versions of Guest-oslogin from Google contain the following
’ vulnerability:

A vulnerability in Google Cloud Platform's guest-oslogin versions
between 20190304 and 20200507 allows a user that is only granted
the role "roles/compute.osLogin" to escalate privileges to root. Using
the membership to the "Ixd" group, an attacker can attach host devices
and filesystems. Within an Ixc container, it is possible to attach the host
OS filesystem and modify /etc/sudoers to then gain administrative privileges. All images
created after 2020-May-07 (20200507) are fixed, and if you cannot update, we recommend
you edit /etc/group/security.conf and remove the "Ixd" user from the OS Login entry.

AV

CVE-2020-8933 has been assigned by & security@google.com to track the vulnerability - currently rated as m severity.

Affected Vendor/Software: & Google LLC - guest-oslogin version >= 20190304

CVSS3 Score: 7.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [SSEMEDIUM)
Access Access Authentication
Vector Complexity
Confidentiality Integrity Availability
Impact Impact Impact
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Description Tags Link

[security-announce] openSUSE-SU-2020:1014-1: important: 9 SUSE openSUSE-SU-2020:1014
Security update

oslogin-privesc-june-2020 - master - GitLab.com / GitLab Security E B MISC gitlab.com/gitlab-com/gl-security/gl-
Department / GitLab Red Team / Red Team Tech Notes - GitLab redteam/red-team-tech-notes/-
/tree/master/oslogin-privesc-june-2020

text/html

Google Cloud Platform Security Bulletins | Support O MISC
cloud.google.com/support/bulletins/#gcp-2020-

008

Remove OS Login users from admin groups. by illfelder - Pull Z CONFIRM
Request #29 - GoogleCloudPlatform/guest-oslogin - GitHub github.com/GoogleCloudPlatform/guest-
oslogin/pull/29

text/html

[security-announce] openSUSE-SU-2020:0996-1: important: 9 SUSE openSUSE-SU-2020:0996
Security update

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Google Guest-oslogin All All All All
Operating Opensuse Leap 15.1 All All All

System

Operating Opensuse Leap 15.2 All All All

System

cpe:2.3:0:0pensuse:leap:15.1:% " "™

cpe:2.3:0:0pensuse:leap:15.2:%:* "
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