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Summary

CVE CVE-2020-8982

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-07 14:15:00 UTC

Updated 2020-05-15 20:15:00 UTC

Description An unauthenticated arbitrary file read issue exists in all versions of Citrix ShareFile StorageZones (aka storage zones) Controller, including the most recent 5.10.x releases as of May 2020. RCE and file access is granted to everything hosted by ShareFile, be it on-premise or inside Citrix Cloud itself (both are internet facing). NOTE: unlike most CVEs, exploitability depends on the product version that was in use when a particular setup step was performed, NOT the product version that is in use during a current assessment of a CVE consumer's product inventory. Specifically, the vulnerability can be exploited if a storage zone was created by one of these product versions: 5.9.0, 5.8.0, 5.7.0, 5.6.0, 5.5.0, or earlier. This CVE differs from CVE-2020-7473 and CVE-2020-8983.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Citrix Sharefile Storagezones Controller 5.6.0 All All All

Application Citrix Sharefile Storagezones Controller 5.7.0 All All All

Application Citrix Sharefile Storagezones Controller 5.8.0 All All All

Application Citrix Sharefile Storagezones Controller 5.9.0 All All All

Application Citrix Sharefile Storagezones Controller 5.6.0 All All All

Application Citrix Sharefile Storagezones Controller 5.7.0 All All All

Application Citrix Sharefile Storagezones Controller 5.8.0 All All All

Application Citrix Sharefile Storagezones Controller 5.9.0 All All All

Application Citrix Sharefile Storagezones Controller All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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