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Summary

CVE CVE-2020-9006

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-17 15:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description The Popup Builder plugin 2.2.8 through 2.6.7.6 for WordPress is vulnerable to SQL injection (in the sgImportPopups function in sg_popup_ajax.php) via PHP Deserialization on attacker-controlled data with the attachmentUrl POST variable. This allows creation of an arbitrary WordPress Administrator account, leading to possible Remote Code Execution because Administrators can run PHP code on Wordpress instances. (This issue has been fixed in the 3.x branch of popup-builder.)

Risk And Classification

Problem Types: CWE-89 | CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sygnoos Popup Builder All All All All

References

Reference Source Link

Popup Builder < 3.0 - SQL injection via PHP Deserialization Security Vulnerability MISC wpvulndb.com

403 Forbidden MISC plugins.trac.wordpress.org

Popup Builder – Create highly converting, mobile friendly marketing popups. – WordPress plugin | WordPress.org MISC wordpress.org

CVE-2020-9006 – popup-builder WP Plugin SQL injection via PHP Deserialization – ZeroAuth MISC zeroauth.ltd

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730988 WordPress Plugin Popup Builder SQL Injection Vulnerability
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https://cve.report/CVE-2020-9006/mitre
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https://cve.report/api/cve/CVE-2020-9006.json
https://cve.report/CVE-2020-9006.pdf
http://cve.report/vendor/sygnoos
http://cve.report/software/sygnoos/popup_builder
https://wpvulndb.com/vulnerabilities/10073
https://plugins.trac.wordpress.org/browser/popup-builder/tags/2.2.8/files/sg_popup_ajax.php#L69
https://wordpress.org/plugins/popup-builder/#developers
https://zeroauth.ltd/blog/2020/02/16/cve-2020-9006-popup-builder-wp-plugin-sql-injection-via-php-deserialization/
https://www.cve.org/CVERecord?id=CVE-2020-9006
https://nvd.nist.gov/vuln/detail/CVE-2020-9006
http://cve.report/qid/730988
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