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essmamrerruumsuesiuan— Gertain versions of Skillpipe from Arvato contain the following
vulnerability:

Arvato Skillpipe 3.0 allows attackers to bypass intended print
restrictions by deleting <div id="watermark"> from the HTML source
code.

CVE-2020-9013 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: [#ISEMEDIIM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [4SMEDIUNM)
Access Access Authentication
Vector Complexity
Low
Confidentiality Integrity Availability
Impact Impact Impact

CVE References
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Description Tags Link

Skillpipe - Remove the Watermark (Course Reader used o MISC www.youtube.com/watch?v=0k1UmRFWoLY
by Microsoft) using Ad Blocking [CVE-2020-9013] -

YouTube
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https://cve.report/CVE-2020-9013/nist
https://cve.report/CVE-2020-9013/cve_org
https://cve.report/CVE-2020-9013.pdf
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http://cve.report/vendor/arvato
http://cve.report/cvsscalc.php
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Gerard Fuguet Morales on Twitter: "In 2017 | reported a MISC

vulnerability in #skillpipe that let you strip the watermark twitter.com/GerardFuguet/status/1228462263188758529
from #MOC. At present, #Microsoft students can achieve it

plus #AdblockPlus to "Semi-Automate" the hacking

process #BeGoodBeHackers #InfoSec #CyberSecurity

https://t.co/rvncrEkzL0"

% MISC www.exploit-db.com/docs/48175

Proof of Concept
application/pdf

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Arvato Skillpipe 3.0 All All All
Application Arvato Skillpipe 3.0 All All All

cpe:2.3:a:arvato:skillpipe:3.0: " "

cpe:2.3:a:arvato:skillpipe:3.0: " "

No vendor comments have been submitted for this CVE
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