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Summary

CVE CVE-2020-9069

State PUBLIC

Assigner psirt@huawei.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-21 15:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description There is an information leakage vulnerability in some Huawei products. An unauthenticated, adjacent attacker could exploit this vulnerability to decrypt data. Successful exploitation may leak information randomly. Affected product versions include: Anne-AL00 Versions earlier than 9.1.0.331(C675E9R1P3T8); Berkeley-L09 Versions earlier than 10.0.1.1(C675R1); CD16-10 Versions earlier than 10.0.2.8; CD17-10 Versions earlier than 10.0.2.8; CD17-16 Versions earlier than 10.0.2.8; CD18-10 Versions earlier than 10.0.2.8; CD18-16 Versions earlier than 10.0.2.8; Columbia-TL00B Versions earlier than 9.0.0.187(C01E181R1P20T8); E6878-370 Versions earlier than 10.0.5.1(H610SP10C00); HUAWEI P30 lite Versions earlier than 10.0.0.185(C605E3R1P3), Versions earlier than 10.0.0.197(C432E8R2P7); HUAWEI nova 4e Versions earlier than 10.0.0.158(C00E64R1P9); Honor 10 Lite 9.0.1.113(C675E11R1P12); LelandP-L22A Versions earlier than 9.1.0.166(C675E5R1P4T8); Marie-AL00AX Versions earlier than 10.0.0.158(C00E64R1P9); Marie-AL00AY Versions earlier than 10.0.0.158(C00E64R1P9); Marie-AL00BX Versions earlier than 10.0.0.158(C00E64R1P9); Marie-L03BX Versions earlier than 10.0.0.188(C605E5R1P1); Marie-L21BX Versions earlier than 10.0.0.188(C432E4R4P1), Versions earlier than 10.0.0.188(C461E5R3P1); Marie-L22BX Versions earlier than 10.0.0.188(C636E3R3P1); Marie-L23BX Versions earlier than 10.0.0.188(C605E5R1P1); TC5200-16 Versions earlier than 10.0.2.8; WS5200-11 Versions earlier than 10.0.2.8; WS5200-12 Versions earlier than 10.0.2.23; WS5200-16 Versions earlier than 10.0.2.8; WS5200-17 Versions earlier than 10.0.2.23; WS5800-10 Versions earlier than 10.0.3.27; WS6500-10 Versions earlier than 10.0.2.8; WS6500-16 Versions earlier than 10.0.2.8

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Anne-al00 - All All All

Hardware Huawei Anne-al00 - All All All

Operating System Huawei Anne-al00 Firmware All All All All

Operating System Huawei Anne-al00 Firmware All All All All

Hardware Huawei Berkeley-l09 - All All All

Hardware Huawei Berkeley-l09 - All All All

Operating System Huawei Berkeley-l09 Firmware All All All All

Operating System Huawei Berkeley-l09 Firmware All All All All

Hardware Huawei Cd16-10 - All All All

Hardware Huawei Cd16-10 - All All All

Operating System Huawei Cd16-10 Firmware All All All All

Operating System Huawei Cd16-10 Firmware All All All All

Hardware Huawei Cd17-10 - All All All

Hardware Huawei Cd17-10 - All All All

Operating System Huawei Cd17-10 Firmware All All All All

Operating System Huawei Cd17-10 Firmware All All All All

Hardware Huawei Cd17-16 - All All All
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Hardware Huawei Cd17-16 - All All All

Hardware Huawei Cd17-16 - All All All

Operating System Huawei Cd17-16 Firmware All All All All

Operating System Huawei Cd17-16 Firmware All All All All

Hardware Huawei Cd18-10 - All All All

Hardware Huawei Cd18-10 - All All All

Operating System Huawei Cd18-10 Firmware All All All All

Operating System Huawei Cd18-10 Firmware All All All All

Hardware Huawei Cd18-16 - All All All

Hardware Huawei Cd18-16 - All All All

Operating System Huawei Cd18-16 Firmware All All All All

Operating System Huawei Cd18-16 Firmware All All All All

Hardware Huawei Columbia-tl00b - All All All

Hardware Huawei Columbia-tl00b - All All All

Operating System Huawei Columbia-tl00b Firmware All All All All

Operating System Huawei Columbia-tl00b Firmware All All All All

Hardware Huawei E6878-370 - All All All

Hardware Huawei E6878-370 - All All All

Operating System Huawei E6878-370 Firmware All All All All

Operating System Huawei E6878-370 Firmware All All All All

Hardware Huawei Honor 10 Lite - All All All

Hardware Huawei Honor 10 Lite - All All All

Operating System Huawei Honor 10 Lite Firmware All All All All

Operating System Huawei Honor 10 Lite Firmware All All All All

Hardware Huawei Lelandp-l22a - All All All

Hardware Huawei Lelandp-l22a - All All All

Operating System Huawei Lelandp-l22a Firmware All All All All

Operating System Huawei Lelandp-l22a Firmware All All All All

Hardware Huawei Tc5200-16 - All All All

Hardware Huawei Tc5200-16 - All All All

Operating System Huawei Tc5200-16 Firmware All All All All

Operating System Huawei Tc5200-16 Firmware All All All All

Hardware Huawei Ws5200-11 - All All All

Hardware Huawei Ws5200-11 - All All All

Operating System Huawei Ws5200-11 Firmware All All All All

Operating System Huawei Ws5200-11 Firmware All All All All
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Hardware Huawei Ws5200-16 - All All All

Hardware Huawei Ws5200-16 - All All All

Operating System Huawei Ws5200-16 Firmware All All All All

Operating System Huawei Ws5200-16 Firmware All All All All

Hardware Huawei Ws5200-17 - All All All

Hardware Huawei Ws5200-17 - All All All

Operating System Huawei Ws5200-17 Firmware All All All All

Operating System Huawei Ws5200-17 Firmware All All All All

Hardware Huawei Ws5800-10 - All All All

Hardware Huawei Ws5800-10 - All All All

Operating System Huawei Ws5800-10 Firmware All All All All

Operating System Huawei Ws5800-10 Firmware All All All All

Hardware Huawei Ws6500-10 - All All All

Hardware Huawei Ws6500-10 - All All All

Operating System Huawei Ws6500-10 Firmware All All All All

Operating System Huawei Ws6500-10 Firmware All All All All

Hardware Huawei Ws6500-16 - All All All

Hardware Huawei Ws6500-16 - All All All

Operating System Huawei Ws6500-16 Firmware All All All All

Operating System Huawei Ws6500-16 Firmware All All All All

References

Reference Source Link Tags

Security Advisory - Information Leakage Vulnerability in Some Huawei Products MISC www.huawei.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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